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Update on Attack Flow
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MITRE Center for Threat-Informed Defense
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Together, we are changing

the rules of the game

ANOMALI

N
g;:ill?‘::chenter ATTACKTI Q

BANK OF AMERICA %7 ‘ .ESOCK

BOOZ | A”en | Haml|t0n' CATO Iw.‘.‘_ClS Center for Internet Security”

N

CYBER =~y
Crﬁ cnov};ﬂuks (} WREAT o !\§|.‘§N %'

ALLIANC
N I\ ETabal
~ils M FZ:RTINET @ FS-ISAC FUL]\IDTSU
GLOBAL JL
@ g8 GoogleCloud  HGAY

Fr. o
e Health-1sac Y Msecurity  (infineon  jNtel

JPMORGAN CHASE & Co. 55533;9_3 = Microsoft *mab

RETAIL & HOSPITALITY
E— ISAC

¢)SAFE  siEmEns & smen

Otenable verizon’

INFUSLL AWARUS

WINNER

CYBER DEFENSE MAGAZINE

IT TAKES A 20234,

MITRE | Fiomes oetene

Membership is:

v Highly-sophisticated

v Global & cross-sector

v" Non-governmental

v' Committed to collaborative R&D
in the public interest

Center for Threat
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MITRE

PROBLEM

Defenders often track adversary
behaviors atomically, focusing on
one specific action at a time. This

makes it harder to understand
adversary attacks and to build
effective defenses against those
attacks.

Center for Threat
Informed Defense:

SOLUTION

Create a language, and associated
tooling, to describe flows of
ATT&CK techniques and combine
those flows into patterns of
behavior.

IMPACT

Help defenders and leaders
understand how adversaries
operate and compose atomic

techniques into attacks to better
understand defensive posture.
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Atomic Behaviors vs Sequences

Atomic Behaviors

Ingress
Tool
Transfer

Base64
Encoding

Power-
shell

Port
Scanning

MITRE |

Center for Threat

Sequenced Behaviors

Ingress
Tool
Transfer

Power-
shell

Base64
Encoding

Port
Scanning
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Tesla Incident: Atomic Behaviors

Tesla cloud systems exploited by hackers to
mine cryptocurrency

Updated: Researchers have discovered that Tesla's AWS cloud systems were compromised for the purpose of
cryptojacking.

Initial Access Execution Perslstence Privilege Escalatlon Defense Evasion
]

Best Java bootcamps: Where to
learn Java (and why you should?)

The 9 best doud storage
services: Cost, free storage, and
features compared

The best smart speakers: Should
you go with Alexa, Siri, or
Google Assistant?

Tesla's cloud environment has been explolted by threat actors to mine cryptecurrencles,

earchers have discovered

On Tuesday, cloud security firm Lock released the firm's
Hackers spent months

inside a network and
nobody noticed. Then a
ransomware gang turned
up

which documents the discov

Center for Threat
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esla Incident:
equenced Behaviors

DESCRIPTION I

The mining pool is "unlisted” and runs on a

TECHNIQUE_ID
T1583.004

DESCRIPTION

The adversary sets up server[s] to run a
cryptomining pool.

CONFIDENCE

Very Probable

TECHNIQUE_ID
Toss4

DESCRIPTION

The adversary proxies their mining pool through
Cloudflare CDN.

CONFIDENCE

Certain

F 3

non-standard port to evade common blocklists.

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

TECHNIQUE_ID
T14986
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The adversary runs cryptomining software in
the container, configured to use their private

True

False

TECHNIQUE_ID
T1133

DESCRIPTION

The adversary logs into the Kubernetes

console.

CONFIDENCE
Very Probable

TECHNIQUE_ID
T1610

DESCRIPTION

The adversary deploys a new container on the
Kubernetes cluster.

CONFIDENCE

Certain

TECHNIQUE_ID
T1552.001

DESCRIPTION

The adversary can view plaintext AWS keys in
the Kubernetes console.

CONFIDENCE

Speculative

TECHNIQUE_ID
T1078.004

DESCRIPTION

The adversary authenticates to AWS 53 using
the discovered credentials.

CONFIDENGE

Speculative

CONTENT

The authors of this post provided speculation
about what the attackers could have done with
the leaked credentials, but there is no evidence
the adversaries even knew about the
credentials.



What'’s Included?

ATTACK

} ATTACK

FLOW

Attack Flow Builder

Web-based tool for
creating, editing, and
presenting flows.

ATTACK FLOWS

-

Flow Library

\\\\\ SO

A collection of 34
example flows, useful
for learning about
Attack Flow, learning
about breaches, and
data mining.

Center for Threat
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Machine Readable (STIX) Data

ATTACK
FLOW

53

Visualization

Tools for visualizing
flows for different
audiences and
purposes.

ATTACK FLOW

- ATTACK B ATTACK
‘ FLOW FLOW
AL < ) D1

ATTACK ATTACK W ATTACK
FLOW FLOW FLOW

Documentation

User-friendly
introduction to flow,
easy access to the
library and tools.




Who is using Attack Flow?

* Global community
from US to EU to
APAC.

 Multinational
corporations and
small business.

 Threat modelers,
red teamers, CTI
analysts,
defenders.

MITRE | Fermed oetense

Dave Johnson
lig i FB 1] Er

I'w en working on a secret ATT&CK Flo zation tool
Why? Because it' nter in Wisconsi

What does it do? It generates a graph of attack procedures in a threat
intelligence report automatically, so you get the gist of detailed reports
much faster.

| also generate STIX bundles so you can do adversary emulation in
e MITRE Caldera. Or, you can export inte an image file to
report or presentation.

Drop @ comment down below i interested!

#ThreatIntelligence #AdversaryEmulation #ATTACKFlow
#CyberSecurity

You @8 see the links, ydu
can see the nodes, yoU

cce rs 1

O Like © Comment ) Repost

e Dewank Pan

Dave Johnson This is great! would love to collaborate on this.
Some thoughts: attack flow detail Id also be linked to an
exploit crafting agent to generate new attack variants, speeding up
vould also be valuable for prompt testing
as jailbreak papers come out
e could feed in new papers and
riants to expand the test

generate multiple att

e David Greenwood
al I
®

txt2stix now supports automated Attack Flow extraction for MITRE ATT
re n reports.

I've update the last part of my blog post (linked in the post below) with some
examples.

dogesec
1=

DOGESEC -®

For a long time, |, like many of you, have been tagging detection content with
ATT&CK Techniqu

Sometimes, ashamedly, | tout full detection coverage for a particular threat.
| show off the ATT&CK Navigator highlighting how all the detections cover the
ATT&CK Techniques an intel team has discovered an adversary to use

The reality is, although th
than-nothing, it still lac

s a lot of information, and is often better-
nponent - time (or flow!) of techniques.

Many people incorrectly read the ATT&CK Matrix as a flow. They assume the flow
of an attack moves from left to right. This is incorrect in many instances where
an attacker jumps backwards and forwards in their attempts to achieve an
objective.

The point is this; the ATT&CK Matrix alone does not provide enough to describe
how an adv might work and that's where Attack Flows come in.

https:/finkd.infezaPN4rB

Beyond the ATT&CK Matrix: How to Build Dynamic
Attack Flows with STIX

"ve been succesfully modeling threat scenarios for over 7 years. Here's how |
recently updated my 'system’ with Attack Flow:

rsecurity needs a support function that helps understand
threats) that drive risk + support explicit d n making on what to
To do this right, you need a system.
Most teams understand WHY you need te do this. Some even have figured out
HOW. Today, I'll w you WHAT you can do right now to integrate this in your
daily workflow using Attack Flow.

r internal procedures and create r own!

week count!

If you want systems directly in your mailbox, join our newsletter for the completg
ones:

GO here: https:/finkd.infeWwxc5bQ
Found my content useful?

are it with your network & follow Gert-Jan Bruggink and Venation for more.

ty #RiskManagement #ThreatModeling #Th
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What’s next?

Attack Flow 3.0
July 8th 2025

= Refined look and feel
= Dark and light modes

» Blog mode: embed interactive flows on web

pages

TECHNIQUE ID
T1059.001

DESCRIPTION

Within the malicious files, encoded
PowerShell scripts are used to download
additional malicious scripts.

CONFIDENCE
Certain

ACTION
Hijack Execution Flow: DLL Search
Order Hijacking

TECHNIQUE ID
T1574.001

TECHNIQUE REF
attack-pattern--2fee9321-3e71-4cf4-af24-d
4d40d355b34

DESCRIPTION
Black Basta uses Qakbot DLL files, which can
exploit the Windows 7 calculator to execute

MALWARE
Qakbot

DESCRIPTION
aka Qbot; Windows malware strain that has
evolved into a malware dropper

MALWARE TYPES
dropper

IS FAMILY
True

CAPABILITIES

malicious payloads. - :
pay communicates-with-c2,

e e e e e e e e e
o e e e e il e e e

= Import STIX bundles conrnece nstale-cnercomponent
= Numerous efficiency and productivity |
Improvements _
= Fully backwards compatible Regourzz T e
TA00S
IMITRE | Ficmed veferce:  Sraoved R PUBC AELEARE BISTRBITION CNMITED 25008125 Z:::i’;

ramnevwrl? ava ie leard tn avarita a malicinne



MITRE

Center for Threat
Informed Defense"

Thank You

O

https://ctid.mitre.org
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