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Agenda

= 1 — Introduction to Attack Flow

» 2 — Tagging Techniques in Narrative Reports
Break
= 3 — Using Attack Flow Builder
= Lightning Talk

Break

» Lightning Talk

= 5 — Attack Flow 3 Preview
= Lightning Talk

= 6 — Visualization
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Building Attack Flows from CTI Reports

= Attack Flow helps CTI teams transform threat data into structured, sequential,
visual narratives that improve analysis, reporting, and decision-making.

» Seamlessly combine 10Cs (Indicators of Compromise) with |IOBs (Indicators of
Behavior).

» |[dentify and reduce ambiguity that is present in prose.

* The process of building a flow can point in the direction for future investigation:
what questions remain? What ambiguities to resolve?
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Step 1: Read the Report and Annotate techniques

A FireEye APT39 - original report.pdf Attack Lifecycle 1. Initial Access - Phishing: Spearphishing Attachment (T

APT39 uses a variety of custon,2. Initial Access - Phishing: Spearphishing Link (T1566.0(
PDF the attack lifecycle. 3. Execution - User Execution: Malicious File (T1204.002
4. Execution - User Execution: Malicious Link (T1204.00

Initial Compromise

For initial compromise, FireEye Intelligence has observed APT39 leverage spear phishing
emails with malicious attachments and/or hyperlinks typically resulting in a POWBAT
infection. APT39 frequently registers and leverages domains that masquerade as
legitimate web services and organizations that are relevant to the intended target.

<O FireEye

Furthermore, this group has routinely identified and exploited vulnerable web servers of
targeted organizations to install web shells, such as ANTAK and ASPXSPY, and used
stolen legitimate credentials to compromise externally facing Outlook Web Access (OWA)

6. Initial Access - Valid Accounts (T1078) 7. Credential Access -

Establish Foothold, Escalate Privileges, and Internal Reconnaissance 5. Persistence
Post-compromise, APT39 leverages custom backdoors such as SEAWEED,
CACHEMONEY, and a unique variant of POWBAT to establish a foothold in a target
environment. During privilege escalation, freely available tools such as Mimikatz and
Ncrack have been observed, in addition to legitimate tools such as Windows Credential
Editor and ProcDump. Internal reconnaissance has been performed using custom scripts

APT39: An Iranian Cyber
Espionage Group Focused on
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How to Identify Techniques?

&« ¢ [ % attack.mitre.org W @ & o G om

Matrices ~ Tactics ~ Techniques ~ Defenses ~ CTl ~ Resources ~
pr -

powershell

Event Triggered Execution: PowerShell Profile, Sub-technique T154 3 - Enter
Event Triggered Execution: PowerShell Profile Adversaries may gain persistence and elevate privileges by executing
malicious content triggered by PowerShell profiles. A PowerShell profile (profile.ps1) is a script that runs whe...

Command and Scripting Interpreter: PowerShell, Sub-technique T1059.001 - Enterprise

S e e S e a rC Command and Scripting Interpreter: PowerShell Adversaries may abuse PowerShell commands and scripts for
execution. PowerShell is a powerful interactive command-line interface and scripting environment included in the
Windows operating ...

fe atl l re OI l SolarWinds Compromise, Campaign C0024
.. Ise, APT29 obtained a list of users and their roles from an Exchange server using Get-

ManagementRoleAssignment.[S] .002 Domain Account During the SolarWinds Compromise, APT29 used
PowerShell to discover domain accounts by exectuing Get-ADUser and Get-ADGroupMember.[1][14] Enterprise

[ ]
a tta C k I I l I tre O rg T1098 .0017 Account Manipulation: Additional Cloud Credentials During the SolarWinds Compromise, ...
| | ] ]

Se ta Source D

... service executables). Sysmon Event ID 4 - Service state changes (detects service installation). Sysmon Event ID
13 - Registry modifications (captures service persistence changes). PowerShell Logging Monitor New-Service and
Set-Service PowerShell cmdlets in Event ID 4104 (Script Block Logging). Linux/macOS Collection Methods AuditD &
Syslog Daemon Logs (/var/log/syslog, /var/log...

Logon Source DS0028

.. 03.0.113.55 This data component can be collected through the following measures: Windows Systems Event
Logs: Monitor Security Event Logs using Event ID 4624 for successful logons. PowerShell Example: Get-EventLog -
LogName Security -Instanceld 4624 Linux Systems Log Files: Monitor /var/log/utmp, /var/log/wtmp, or
/var/log/auth.log for logon events. Tools: Use last or who command...

load more results

Gather Victim Compromise Application Container — ) . Build Image on Host
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How to Identify Techniques?

b

ATT&CK MITR E Center for Threat

ATT&CK Powered Suit Powered Suit R

Search ATT
elevation

browser extension.

@D Tactics @D Mitigations @D Enterprise
@D Techniques @D Software @D ICS

@D Sub-techniques @D Groups @D Mobile
@D Campaigns @D Data Sources Deprecated

Select the types of objects to include in search results. Filter by domain, etc.
Only showing 25 out of 83 matches. Try narrowing down your search.

T1548.004 Abuse Elevation Control Mechanism: Elevated Execution

with Prompt

...credentials but no checks on the origin or integrity of the program are made.
The program calling the APl may also load world writable files which can be
modified to perform malicious behavior with elevated privileges.

Adversaries may abuse AuthorizationExecuteWithPrivileges to obtain root
privileges in order to install malicious software on victims and install persistence

https //Ctld . |O/S u |t mechanisms.[Z1#] This technique. ..
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Step 2: Create Threat Actor Block

THREAT ACTOR
APT39

Operational Intent

APT39's focus on the telecommunications and travel industries suggests intent to perform
monitoring, tracking, or surveillance operations against specific individuals, collect ‘
proprietary or customer data for commercial or operational purposes that serve strategic : .
requirements related to national priorities, or create additional accesses and vectors to requirements re
facilitate future campaigns. Government entities targeting suggests a potential seco

intent to collect geopolitical data that may benefit nation-state decision making. Targeting fj'fl.i:’jf}’ﬁ"f}“;- 55 % pataiil senan

data supports the belief that APT39's key mission is to track or monitor targets of interest,

collect personal information, including travel itineraries, and gather customer data from sl rire e basat et ARTE g ovey

telecommunications firms.
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Step 3: Add ATT&CK TTPs as Actions

Initial Compromise

For initial compromise, FireEye Intelligence has observed APT39 leverage spear phishing
emails with malicious attachments and/or hyperlinks typically resulting in a POWBAT

infection. APT39 frequently registers and leverages domains that masquerade as
legitimate web services and organizations that are relevant to the intended target.

ACTION ACTION
Spearphishing Attachment Spearphishing Link
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Step 4: Add in Relationships and Operator Conditions

» Using arrows (relationships) to = o=
connect actions in a flow helps
convey the sequence and logic
behind each step

» Operators allow multiple attack
paths to converge. In this
example, the language from the
report implies that if either
method of initial access is
successful, then the attack can
continue.
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Step 5: Add Context Objects

Asset objects:

Furthermore, this group has routinely identified and exploited vulnerable web servers of
targeted organizations to install web shells, such as ANTAK and ASPXSPY, and used

stolen legitimate credentials to compromise externally facing Outlook Web Access (OWA)
resources.

STIX objects:

Post-compromise, APT39 leverages custom backdoors such as SEAWEED,
CACHEMONEY, and a unique variant of POWBAT to establish a foothold in a target

environment. During privilege escalation, freely available tools such as Mimikatz and
Ncrack have been observed, in addition to legitimate tools such as Windows Credential
Editor and ProcDump. Internal reconnaissance has been performed using custom scrip
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ASSET
Outlook Web Access (OWA)

DESCRIPTION
Outlock Web Access (OWA) is the web-based !
K that allows users

version of Microsoft Out

to access their e calendar, contacts, anc
msks through a web browser, without needing
to install any software
TooL
MimiKatz
DESCRIPTI
M 2
btainir
) tt
ork
TooL
Windows Credential Editor
TooL
ProcDump
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Valid Accounts
TACTIC_ID
TECHNIQUE_ID
T1078
DESCRIPTION
They used stolen legitimate credentials to
npromise externally facing Outlook Web
(OWA)
ACTION
LSASS Memory
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When you’'re finished...

= Everyone's attack flow will look a
little different — there's no “right
answer” =

» Flow construction should be based -
on the intended audience
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Let’s Build a Flow!

o center-for-threat-informed-def... / worksh... Q Type (7] to search

e

Code () Issues 1 I Pullrequests () Actions [ Projects [0 wiki @) Security |~ Insights 8! Settings

Home =

Mark E. Haase edited this page now - 21 revisions

CTID Workshop Materials

This wiki contains materials used for the Center for Threat-Informed Defense trainings
and workshops. Select your event in the pane to the right. -~ Home
CTID Workshop Materials

+ Add a custom footer APAC ATTACK - Apr 2024
ATT&CKcon 5.0 Oct 2024

Build Robust Defenses

EU ATT&CK 2025

Americas Fall Summit

ctid.io/workshop

INFORM Your Defense

Center for Threat
MITRE ‘ Informed Defense- @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5. 12



End of Section 4
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Agenda

= 1 — Introduction to Attack Flow

» 2 — Tagging Techniques in Narrative Reports

Break

= 3 — Using Attack Flow Builder

= Lightning Talk

= 4 — Building An Attack Flow

Break

= 5 — Attack Flow 3 Preview

= Lightning Talk

= 6 — Visualization
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