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Agenda

» 2 — Tagging Techniques in Narrative Reports
Break

= 3 — Using Attack Flow Builder
= Lightning Talk

= 4 — Building An Attack Flow
Break

» Lightning Talk
= 5 — Attack Flow 3 Preview
= Lightning Talk

= 6 — Visualization
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System Owner/User Discovery (T1033)

adamp$ whoami
» He/him/his
» Lead of MITRE ATT&CK

» 16 years with MITRE
* Focused on threat intel and deception

» Past defender and CTI analyst
* Involved with ATT&CK since it was a spreadsheet with no &

MITRE | Fermed oetense



Together, we are changing

the rules of the game

ANOMALI

N
g;:ill?‘::chenter ATTACKTI Q

BANK OF AMERICA %7 ‘ .ESOCK

BOOZ | A”en | Haml|t0n' CATO Iw.‘.‘_ClS Center for Internet Security”

N

~ A CYBER e
CO ot FEEL  ENSIGN  EiRsi

ALLIANCE
N I\ ETabal
~ils M FZ:RTINET @ FS-ISAC FUL]\IDTSU
GLOBAL JL
@ g8 GoogleCloud  HGAY

Fr. o
e Health-1sac Y Msecurity  (infineon  jNtel

JPMORGAN CHASE & Co. 55533;9_3 = Microsoft *mab

RETAIL & HOSPITALITY
E— ISAC

¢)SAFE  siEmEns & smen

Otenable verizon’

INFUSLL AWARUY

WINNER

CYBER DEFENSE MAGAZINE

NG/

Membership is:

AN NN

Highly-sophisticated

Global & cross-sector
Non-governmental

Committed to collaborative R&D
in the public interest

Center for Threat
MITRE Informed Defense- @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.



IT TA KES A
E |-.'l|-'l

2 ﬁ:t

I:I__:r

MITRE | Wiormmed veferse https://ctid.mitre.org

Center for Threat
MITRE ‘ Informed Defense @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.



THREAT
INFORMED

¢
4
= DEFENSE
2

2

MITRE | Fiomed'vetense:

https://ctid.mitre.org

Center for Threat
MITRE ‘ Informed Defense- @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.



Attack Flow — Motivation
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MITRE

PROBLEM

Defenders often track adversary
behaviors atomically, focusing on
one specific action at a time. This

makes it harder to understand
adversary attacks and to build
effective defenses against those
attacks.

Center for Threat
Informed Defense:

SOLUTION

Create a language, and associated
tooling, to describe flows of
ATT&CK techniques and combine
those flows into patterns of
behavior.

IMPACT

Help defenders and leaders
understand how adversaries
operate and compose atomic

techniques into attacks to better
understand defensive posture.
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Describing Adversary Behavior

Atomic Behaviors Sequenced Behaviors

R

T1105:
Ingress Tool
Transfer

R

T1105:
Ingress Tool
Transfer

T1059.001:
Powershell

T1059.001:
Powershell

T1132:
Base64
Encoding

T1132:
Base64
Encoding

T1046:
Port
Scanning

Port
Scanning
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Tesla Incident: Atomic Behaviors

Tesla cloud systems exploited by hackers to
mine cryptocurrency

Updated: Researchers have discovered that Tesla's AWS cloud systems were compromised for the purpose of
cryptojacking.

Initial Access Execution Perslstence Privilege Escalatlon Defense Evasion
]

Best Java bootcamps: Where to
learn Java (and why you should?)

The 9 best doud storage
services: Cost, free storage, and
features compared

The best smart speakers: Should
you go with Alexa, Siri, or
Google Assistant?

Tesla's cloud environment has been explolted by threat actors to mine cryptecurrencles,

earchers have discovered

On Tuesday, cloud security firm Lock released the firm's
Hackers spent months

inside a network and
nobody noticed. Then a
ransomware gang turned
up

which documents the discov

Center for Threat
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esla Incident:
equenced Behaviors

DESCRIPTION I

The mining pool is "unlisted” and runs on a

TECHNIQUE_ID
T1583.004

DESCRIPTION

The adversary sets up server[s] to run a
cryptomining pool.

CONFIDENCE

Very Probable

TECHNIQUE_ID
Toss4

DESCRIPTION

The adversary proxies their mining pool through
Cloudflare CDN.

CONFIDENCE

Certain

F 3

non-standard port to evade common blocklists.

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED.

TECHNIQUE_ID
T14986
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The adversary runs cryptomining software in
the container, configured to use their private

True

False

TECHNIQUE_ID
T1133

DESCRIPTION

The adversary logs into the Kubernetes

console.

'CONFIDENCE

Very Probable

TECHNIQUE_ID
T1610

DESCRIPTION

The adversary deploys a new container on the
Kubernetes cluster.

CONFIDENCE

Certain

TECHNIQUE_ID
T1552.001

DESCRIPTION
The adversary can view plaintext AWS keys in
the Kubernetes console.

CONFIDENCE
Speculative

TECHNIQUE_ID
T1078.004

DESCRIPTION

The adversary authenticates to AWS 53 using

the discovered credentials.

CONFIDENCE
Speculative

CONTENT

The authors of this post provided speculation
about what the attackers could have done with
the leaked credentials, but there is no evidence
the adversaries even knew about the
credentials.
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Attack Flow — What It Is

Center for Threat
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What'’s Included?

ATTACK

} ATTACK

FLOW

Attack Flow Builder

Web-based tool for
creating, editing, and
presenting flows.

ATTACK FLOWS

-

Flow Library

\\\\\ SO

A collection of 34
example flows, useful
for learning about
Attack Flow, learning
about breaches, and
data mining.

MITRE | Fermed oetense

Machine Readable (STIX) Data

ATTACK
FLOW

53

Visualization

Tools for visualizing
flows for different
audiences and
purposes.

ATTACK FLOW

- ATTACK B ATTACK
‘ FLOW FLOW
AL < ) D1

ATTACK ATTACK W ATTACK
FLOW FLOW FLOW

Documentation

User-friendly
introduction to flow,
easy access to the
library and tools.

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.

14



Attack Flow Builder

(] [ Attack Flow Builder X o+

- Web_base d tool for C @ (2 center-for-heat-informed-defense.github.io,'anack-fow,ru'f?src—..%zfcorpus%zﬂalack%zoBasta%zonansomware.afb e & O ®
creating, editing, and
presenting flows.

Credentials from Password Stores
(S Mimikatz
Tactic Id
TAQ006

ra
SERVLbat Tactic Ref

Xx-mitre-tactic--2558fd61-8¢75-4730-

= Totally private: your flow .

Technique Id

data stays in the —

Technique Ref

browser, We do not attack-pattern--3fc9b85a-2862-4363-

a64d-d692e3ffbeel

collect it or share it. =

Mimkatz is used to dump passwords.

PROBLEMS

v Valid Attack Flow

Center for Threat
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Flow Library

[ ) m Example Flows — Attack Flo

& &

ATTACK FLOW v2.3.2

Q, Search docs

CONTENTS

Overview
Introduction
Example Flows
Builder

Visualization
Language

Best Practices Guide
Developers

Translation to OWL/RDF

Center for Threat

MITRE

Informed Defense:

x  +

List of Examples

Report

Black Basta
Ransomware
Open: Attack Flow
Builder
Download: JSON
| GraphViz (PNG)
| Mermaid

CISA AA22-138B

25 center-for-threat-informed-defense.github.io/attack-flow/example_flows/

Authors

Lauren Parker

Lauren Parker

Description

Black Basta is a RaaS
(Ransomware as a Service),
written in C++, that has been
in development since
February 2022 and in active
use since April 2022.
Operators using Black Basta
employ a double-extortion
technique where they encrypt
files on the target systems
and demand payment for the
decryption key while also
threatening to leak the
information if they are not
paid.

Alternative method used to

MITRE

w & O

ON THIS PAGE

Example Flows

List of Examples

Center for Threat
Informed Defense

e : = Acollection of 39
example flows, based
mostly on real-world CTI.

= Each example contains
references to source
material.

= Open each example in
Attack Flow Builder or

VMWare exploit VMWare Workspace

Workspace (Alt) ONE Access .

Oper: Atack Fow download as image.

Builder

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5. 16



Visualization

® @ m Visualization — Attack Flow

= Extract data from an
Attack Flow and generate
iInsight by visualizing it in
new ways.

ATTACK FLOW v23.2

Q, Search docs

CONTENTS
Overview
Introduction
Example Flows

= Automatically generate

TTP tables or timeline "

Best Practices Guide

views — a huge time
S ave r_ Translation to OWL/RDF

X

+

o= (¢ 25 center-for-threat-informed-defense.github.io/attack-flow/visualization/

ATT&CK Navigator

On this page, you can visualize an Attack Flow drawn on top of an
ATT&CK Navigator matrix. First, choose a Navigator base layer or supply
your own. Then upload an Attack Flow. Finally, preview and download the
resulting visualization.

Center for Threat
MITRE Informed Defense- @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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ON THIS PAGE
Visualization

ATT&CK Navigator
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Documentation

®  ® [7Q overview — Attack Flow v2.

x

+

< &} 25 center-for-threat-informed-defense.github.io/attack-flow/overview/

ATTACK FLOW v2.3.2

Q, Search docs

CONTENTS

Overview
Introduction
Example Flows
Builder

Visualization
Language

Best Practices Guide
Developers

Translation to OWL/RDF

MITRE | Wiomed beforse

Overview

Defenders think in lists. Attackers think in graphs. As long as this is
true, attackers will win.

—dJohn Lambert, April 26, 2015

Introduction

The Attack Flow project helps defenders move from tracking individual
adversary behaviors to tracking the sequences of behaviors that
adversaries employ to move towards their goals. By looking at
combinations of behaviors, defenders learn the relationships between
them: how some techniques set up other techniques, or how adversaries
handles uncertainty and recover from failure. The project supports a wide
variety of use cases: from blue team to red team, from manual analysis to
autonomous response, and from front-line worker to the C-suite. Attack
Flow provides a common language and toolset for describing complex,
adversarial behavior.

Who is Attack Flow For?

MITRE | Fiormed oetense

ON THIS PAGE

Overview
Introduction
Who is Attack Flow For?
Use Cases
Get Started

Deep Dive

= A complete guide to
learning Attack Flow,
starting from the ground

up.

= | inks to builder tool and
visualizations.

= Usage guides for
applying Attack Flow to
specific job roles.

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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Attack Flow — Why It Matters

Center for Threat
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Less Ambiguous

gmi . = Prose reports contains lots of

. s:znr;;narypmxyExecuﬂon. ] . .

— ambiguities, especially around the
order of events, dependencies, and

T1218.010

confidence levels.

regsvr32.exe is used to execute a malicious

Certain

= Attack Flow clarifies how an

Greste Account adversary works through a

e sequence of behaviors to reach
g their desired impact.

= Models how adversaries handle
failure and recovery.

Center for Threat
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Visualize & Present

* Visualize attack paths
and chokepoints.

= High quality
presentations for a
variety of audiences,
iIncluding execs.

Reconnaissance Resource Initial E i Persistence Privilege Defense
Develo pment i Access xecution Escalation i
Phishhgfor Acquire Ergol Softw are Valid Valid
Public-F acing
In form atio n Applica tion Dep loyment Tools Accounts Accou nts
Active 4 lid Comma nd Server Software Abus e Elevation
and Scripting
Scan ning Interp ret er Component Contro | Me chanism

Gather Victim

Credential

Inter-Pro cess

Create or Modify

Explotation for
Privileg e

Abus e Elevation

Con tro | Me chanism

Explotation for

Cre den tial Acces s

= Combine with other data

to generate insights.

MITRE | Wiomed befeorse

Host Infomation e @
Garther Victim Com promise. ind ows Mana gemen t Cre ate or Mo dify 0OS Crede ntial
Id entity Infomation s e Instru men tation SystemPro cess Defense Evasion Dum ping
Gather Victim Deve lop Escape meE=mT Steal Ap plication
Network Infom ation Cap abiliie s Execution Flow to Host Removal Access Token
Gather Victim Establish Exter nal Hijack Subvet Tust Steal or Forge
Orgln formation TS Bhistho Tas KlJob Remote ServEes Execution Flow Controls Kerberos Tickets
SearchC bsed Obtain Rep lication Th o ugh System — Schedued SystemBinary Wedlly
) Auth entic ation Auth entic ation
Sources Cap abiliie s Removable Media Services Process Tas kiJob Proxy Execu tort =
Search O pen Stage Trusted User Create Domain orTenant
i ' - Pre-0S Boot BruteForce
Tec hnica| Data base s Cap abilitie s Relations hip Execution Account Palicy Mod ification
Search Victim-Own ed Hardware Rzl Implant Process Hijack Network
. dministr ation
Web sites Additions Intemal Image In e ction Execu tion Flow Sniffing
Search O pen Content Accou nt Network Bound ary Forced
. S Jobs "
Web sites/Dom ains In g ction M anipu latio n Bridging Aduth entic ation
Servedess Browser Besie Wediy Steal Web
Logon Initia lization Auth entic ation
Execu tion Exten sions Scripts Pro cess Session Co okie
- ) Multi-Factor
Sche duled Event Trigge red —
N AE C= Auth entic ation
Tas KlJob Execu tion Defenses In terc eption
Cloud Administra tion Off & e Applica tion Access Token Deb ugg er Cre den tials f rom
Command Startup Manipulation ETson Password Stores
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Increase Automation

{} Black Basta Ransomware.json X

. MaChIne readable format Users > m ~/Downloads/Black Basta Ransomware.json omware.json > ...
is compatible with STIX; L

"id": "bundle——c4b15246-0bb4-49ca-8ec4-1cb8f3f1d451",

import and export I0Cs repec vereion®: "3 10

-| "created": "2025-04-25T15:41:36.746Z2",
EBEiS;l )/- "modified": "2025-04-25T15:41:36.746Z",
"objects": [

"type": "extension-definition",

= Visualization tools
aUtomatICa”y Create ::sig;::_:zi’;i;zlilt:n:gc.eilil?ition——fb9c968a—745b—4ade—9b25—c324172197f4",

"created": "2022-08-02T19:34:35.1437",

artifacts suchas TTP e e e e

"name": "Attack Flow",

tables Or attaCk "description": "Extends STIX 2.1 with features to create Attack Flows.",
. . "created_by_ref": "identity—-fb9c968a-745b-4ade-9b25-c324172197f4",
ter1€3||r1€355. "schema": "https://center-for-threat-informed-defense.github.io/attack-flow/

"version": "2.0.0",
"extension_types": [

= Open source: coders “new-sdo"

1,

Can bUlId CUStOm tOO'Iﬂg "external_references": [

r
1

"“"source_name": "Documentation",
"description": "Documentation for Attack Flow",
"url": "https://center—for-threat-informed-defense.github.io/attack-flow

Center for Threat
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Users and Use Cases

» Cyber Threat Intelligence Analysts

= Use Attack Flow to augment CTI reporting.

» Automatically generate generating artifacts, e.g. export STIX IOCs, generate timeline view,
create TTP table, etc.

* Incident Response

» Use Attack Flow to document incident investigations as they develop.

» Confidence and notes feature to highlight what's known vs unknown and where to focus next.
* Red Team

* Plan red team scenarios based on known threat actors; start at high level and work down to
procedure level.

= Record execution notes and use the flow to debrief blue team.

Center for Threat
MITRE ‘ Informed Defense- @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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Who is using Attack Flow?

* Global community
from US to EU to
APAC.

 Multinational
corporations and
small business.

 Threat modelers,
red teamers, CTI
analysts,
defenders.

MITRE | Fermed oetense

Dave Johnson
lig i FB 1] Er

I'w en working on a secret ATT&CK Flo zation tool
Why? Because it' nter in Wisconsi

What does it do? It generates a graph of attack procedures in a threat
intelligence report automatically, so you get the gist of detailed reports
much faster.

| also generate STIX bundles so you can do adversary emulation in
e MITRE Caldera. Or, you can export inte an image file to
report or presentation.

Drop @ comment down below i interested!

#ThreatIntelligence #AdversaryEmulation #ATTACKFlow
#CyberSecurity

You @8 see the links, ydu
can see the nodes, yoU

cce rs 1

O Like © Comment ) Repost

e Dewank Pan

Dave Johnson This is great! would love to collaborate on this.
Some thoughts: attack flow detail Id also be linked to an
exploit crafting agent to generate new attack variants, speeding up
vould also be valuable for prompt testing
as jailbreak papers come out
e could feed in new papers and
riants to expand the test

generate multiple att

e David Greenwood
al I
®

txt2stix now supports automated Attack Flow extraction for MITRE ATT
re n reports.

I've update the last part of my blog post (linked in the post below) with some
examples.

dogesec
1=

DOGESEC -®

For a long time, |, like many of you, have been tagging detection content with
ATT&CK Techniqu

Sometimes, ashamedly, | tout full detection coverage for a particular threat.
| show off the ATT&CK Navigator highlighting how all the detections cover the
ATT&CK Techniques an intel team has discovered an adversary to use

The reality is, although th
than-nothing, it still lac

s a lot of information, and is often better-
nponent - time (or flow!) of techniques.

Many people incorrectly read the ATT&CK Matrix as a flow. They assume the flow
of an attack moves from left to right. This is incorrect in many instances where
an attacker jumps backwards and forwards in their attempts to achieve an
objective.

The point is this; the ATT&CK Matrix alone does not provide enough to describe
how an adv might work and that's where Attack Flows come in.

https:/finkd.infezaPN4rB

Beyond the ATT&CK Matrix: How to Build Dynamic
Attack Flows with STIX

"ve been succesfully modeling threat scenarios for over 7 years. Here's how |
recently updated my 'system’ with Attack Flow:

rsecurity needs a support function that helps understand
threats) that drive risk + support explicit d n making on what to
To do this right, you need a system.
Most teams understand WHY you need te do this. Some even have figured out
HOW. Today, I'll w you WHAT you can do right now to integrate this in your
daily workflow using Attack Flow.

r internal procedures and create r own!

week count!

If you want systems directly in your mailbox, join our newsletter for the completg
ones:

GO here: https:/finkd.infeWwxc5bQ
Found my content useful?

are it with your network & follow Gert-Jan Bruggink and Venation for more.

ty #RiskManagement #ThreatModeling #Th

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5. 24



End of Section 1
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