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Attack Flow Training:
4 – Building An Attack Flow
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▪ 1 – Introduction to Attack Flow

▪ 2 – Tagging Techniques in Narrative Reports

▪ 3 – Using Attack Flow Builder

▪ Lightning Talk

▪ 4 – Building An Attack Flow

▪ Lightning Talk

▪ 5 – Attack Flow 3 Preview

▪ Lightning Talk

▪ 6 – Visualization

Agenda
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Break

Break
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Building Attack Flows from CTI Reports

▪ Attack Flow helps CTI teams transform threat data into structured, sequential, 

visual narratives that improve analysis, reporting, and decision-making.

▪ Seamlessly combine IOCs (Indicators of Compromise) with IOBs (Indicators of 

Behavior).

▪ Identify and reduce ambiguity that is present in prose.

▪ The process of building a flow can point in the direction for future investigation: 

what questions remain? What ambiguities to resolve?
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Step 1: Read the Report and Annotate techniques
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How to Identify Techniques?
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Use the search 

feature on 

attack.mitre.org.
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How to Identify Techniques?
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ATT&CK Powered Suit 

browser extension.

https://ctid.io/suit
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Step 2: Create Threat Actor Block
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Step 3: Add ATT&CK TTPs as Actions
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Step 4: Add in Relationships and Operator Conditions

▪ Using arrows (relationships) to 

connect actions in a flow helps 

convey the sequence and logic 

behind each step

• Operators allow multiple attack 

paths to converge.  In this 

example, the language from the 

report implies that if either 

method of initial access is 

successful, then the attack can 

continue.
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Step 5: Add Context Objects
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Asset objects:

STIX objects:
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When you’re finished…

▪ Everyone's attack flow will look a 

little different – there's no “right 

answer”

▪ Flow construction should be based 

on the intended audience
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Let’s Build a Flow!
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ctid.io/workshop
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End of Section 4
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▪ 1 – Introduction to Attack Flow

▪ 2 – Tagging Techniques in Narrative Reports

▪ 3 – Using Attack Flow Builder

▪ Lightning Talk

▪ 4 – Building An Attack Flow

▪ Lightning Talk

▪ 5 – Attack Flow 3 Preview

▪ Lightning Talk

▪ 6 – Visualization

Agenda
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