
May 14, 2025 • Brussels

Attack Flow Training:
1 – Introduction to Attack Flow

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.



2

▪ 1 – Introduction to Attack Flow

▪ 2 – Tagging Techniques in Narrative Reports

▪ 3 – Using Attack Flow Builder

▪ Lightning Talk

▪ 4 – Building An Attack Flow

▪ Lightning Talk

▪ 5 – Attack Flow 3 Preview

▪ Lightning Talk

▪ 6 – Visualization

Agenda
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System Owner/User Discovery (T1033)

adamp$ whoami

▪ He/him/his

▪ Lead of MITRE ATT&CK 

▪ 16 years with MITRE

▪ Focused on threat intel and deception

▪ Past defender and CTI analyst

▪ Involved with ATT&CK since it was a spreadsheet with no &



+
Membership is:

✓ Highly-sophisticated

✓ Global & cross-sector

✓ Non-governmental

✓ Committed to collaborative R&D 

in the public interest

Together, we are changing

the rules of the game
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https://ctid.mitre.org
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https://ctid.mitre.org
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Attack Flow – Motivation
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Describing Adversary Behavior

Ingress 

Tool

Transfer

Power-

shell

Base64 

Encoding

Port 

Scanning
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Tesla Incident: Atomic Behaviors

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.



12

Tesla Incident:
Sequenced Behaviors
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Attack Flow – What It Is
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What’s Included?

Attack Flow Builder Flow Library Visualization

Tools for visualizing 

flows for different 

audiences and 

purposes. 

Documentation
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User-friendly 

introduction to flow, 

easy access to the 

library and tools.

A collection of 34 

example flows, useful 

for learning about 

Attack Flow, learning 

about breaches, and 

data mining.

Web-based tool for 

creating, editing, and 

presenting flows.

Machine Readable (STIX) Data
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Attack Flow Builder
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▪ Web-based tool for 

creating, editing, and 

presenting flows.

▪ Totally private: your flow 

data stays in the 

browser; we do not 

collect it or share it.
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Flow Library
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▪ A collection of 39 

example flows, based 

mostly on real-world CTI.

▪ Each example contains 

references to source 

material.

▪ Open each example in 

Attack Flow Builder or 

download as image.
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Visualization
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▪ Extract data from an 

Attack Flow and generate 

insight by visualizing it in 

new ways.

▪ Automatically generate 

TTP tables or timeline 

views – a huge time 

saver.
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Documentation
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▪ A complete guide to 

learning Attack Flow, 

starting from the ground 

up.

▪ Links to builder tool and 

visualizations.

▪ Usage guides for 

applying Attack Flow to 

specific job roles.
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Attack Flow – Why It Matters
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Less Ambiguous

▪ Prose reports contains lots of 

ambiguities, especially around the 

order of events, dependencies, and 

confidence levels.

▪ Attack Flow clarifies how an 

adversary works through a 

sequence of behaviors to reach 

their desired impact.

▪ Models how adversaries handle 

failure and recovery.
@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.



Visualize & Present

▪ Visualize attack paths 

and chokepoints.

▪ High quality 

presentations for a 

variety of audiences, 

including execs.

▪ Combine with other data 

to generate insights.
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Increase Automation

▪ Machine readable format 

is compatible with STIX; 

import and export IOCs 

easily.

▪ Visualization tools 

automatically create 

artifacts such as TTP 

tables or attack 

timelines.

▪ Open source: coders 

can build custom tooling.
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Users and Use Cases

▪ Cyber Threat Intelligence Analysts

▪ Use Attack Flow to augment CTI reporting.

▪ Automatically generate generating artifacts, e.g. export STIX IOCs, generate timeline view, 

create TTP table, etc.

▪ Incident Response

▪ Use Attack Flow to document incident investigations as they develop.

▪       e  e a      es  ea ure        l       a ’s        s u       a     ere       us  e  .

▪ Red Team

▪ Plan red team scenarios based on known threat actors; start at high level and work down to 

procedure level.

▪ Record execution notes and use the flow to debrief blue team.
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Who is using Attack Flow?
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• Global community 

from US to EU to 

APAC.

• Multinational 

corporations and 

small business.

• Threat modelers, 

red teamers, CTI 

analysts, 

defenders.
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End of Section 1
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