Attack Flow Training: el
3 — Using Attack Flow Builder ==t o

—

May 14, 2025 « Brussels = .

2 /’,/
_

7

MITRE | iriomed vefense

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.




Agenda

1 — Introduction to Attack Flow

2 — Tagging Techniques in Narrative Reports
Break

Lightning Talk
4 — Building An Attack Flow
Break

» Lightning Talk
= 5 — Attack Flow 3 Preview
= Lightning Talk

= 6 — Visualization
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Overview of Attack Flow Builder
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MITRE

Open source, web-based tool.

Similar to Visio: create nodes (boxes)
and connect with edges (lines).

Create, edit, export, and present flows.

Private: flow data stays in the browser.
We do not collect or share it.

Can be hosted at your organization for
additional privacy & assurance.

Center for Threat
Informed Defense"

Web App for Diagramming Attacks

[ Attack Flow Builder X ar

c

M File Edit Layout View Help

Remote Access Software

Selected: 1

[ S —"
Systom Firewall

25 center-for-threat-informed-defense.github.io/attack-flow/ui/?src=..%2fcorpus%2fBlack%20Basta%20Ransomware .afb

~ PROPERTIES

Name
— pROC
" Credentials from Passward Stores Credentials from Password Stores
rdp.bat Mimikatz .
. Tactic Id
’ | TA0006
Stmvipat = Tactic Ref
x-mitre-tactic--2558fd61-8¢75-4730-
94c4-11926db2a263
. Technique Id
- T1555
Technique Ref
et . attack-pattern--3fc9b85a-2862-4363-
a64d-d692e3ffbeel

Description

Mimkatz is used to dump passwords.

* PROBLEMS

System Services: Service Execution

v Valid Attack Flow
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m Attack Flow Builder X +

Web App for Diagramming Attacks

c %=

=0

M File Edit

center-for-threat-informed-defense.github.io/attack-flow/ui/?src=..%2fcorpus%2fBlack%20Basta%20Ransomware.afb
Layout View Help

v PROPERTIES
mbmm«m
Firewall

Name
acnon

EE

Taoe
Mimikatz

Credentials from Password Stores

Tactic Id

TA0006
Tactic Ref

x-mitre-tactic--2558fd61-8c75-4730-
94c4-11926db2a263
User Credentials

Technique Id
T1555
Technique Ref
attack-pattern--3fc9b85a-2862-4363-
a64d-d692e3ffbeel

Description

Mimkatz is used to dump passwords.

~ PROBLEMS

Selected: 1

MITRE ‘ Center for Threat

v Valid Attack Flow
Informed Defense"
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Web App for Diagramming Attacks

m Attack Flow Builder X +

c =

center-for-threat-informed-defense.github.io/attack-flow/ui/?src=..%2fcorpus%2fBlack%20Basta%20Ransomware.afb

M File Edit Layout View Help

v PROPERTIES

Name
acmon .
Firewall

EE

-
Credentials from Passward Stores Credentials from Password Stores
Mimikatz e

Tactic Id

™  TADOO6
SERVIBat

Tactic Ref

x-mitre-tactic--2558fd61-8c75-4730-
94c4-11926db2a263

Technique Id
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Technique Ref

AcTon attack-pattern--3fc9b85a-2862-4363-
a64d-d692e3ffbeel

Description

Mimkatz is used to dump passwords.

~ PROBLEMS

Selected: 1

MITRE | Fermed oetense

v Valid Attack Flow
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v Valid Attack Flow
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Web App for Diagramming Attacks
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o AFoid Addo ol Eloaa.
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Attack Flow Building Blocks
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Building Blocks: Action

TACTIC_ID
TAQO01

TECHNIQUE_ID
T1566.001

DESCRIPTION

Victims receive spear phishing emails with
malicious zip files attached.

CONFIDEMCE
Certain

Actions are the backbone of Attack
Flow. They describe what the
adversary is doing at the TTP level
(tactic, technique, procedure).

A action should at least have a name
and description. The name is
displayed in the blue header, the
description is displayed underneath.

Each action may be mapped to
ATT&CK but not required to do so. (It
is called “Attack Flow”, not “ATT&CK
Flow”.)

Center for Threat
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Building Blocks: Action Properties

* PROPERTIES

Mame

Phishing: Spearphishing Attachment

“"J['J‘;JD Ll Victims receive spear phishing emails with
TAO001 malicious zip files attached.
TECHNIQUE_ID Tactic Ref
T1566.001 .
ecpTion x-mitre-tactic--ffdSbcee-6e16-4dd2- Confidence
Victims receive spear phishing emails with Beca-7b3beedf33ca -
malicious zip files attached. Certain
CONFIDENCE Technigue Id _
Certain Execution Start
T1566.001

Mull

Technigue Ref
Execution End

attack-pattern--2e34237d-8574-43f6-
aace-ae2915de8597 Mull

Center for Threat
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Building Blocks: Action Confidence

Term
Speculation

Very Doubtful

Doubtful

Even Odds

Probable

Very Probable

Certainty

Description Confidence Value
Information that is purely speculative or hypothetical, 0
e.g. the author imagines a what-if scenario.

Information that is very unlikely to be true. All of the 10
available evidence is against it, or it may have bias in

its reporting, e.g. an adversary providing attribution
information.

Information that is unlikely to be true. Most of the 30
available evidence is against it.

Information that is equally like to be true as not true; a 50
coin flip. The available evidence is equally weighted in
support and against.

Information that is likely to be true. Most of the 70
available evidence supports it.

Information that is very likely to be true. All of the 90
available evidence supports it.

Information that is unquestionably true. 100

Confidence Range
0-0

1-20

21-40

41-60

61-80

81-99

100-100

MITRE | Fermed oetense
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Building Blocks: Action Connections

TACTIC_ID
TAODO7

TECHNIQUE_ID
T1005

DESCRIPTION

The adversary collects data from the local
system.

EXECUTION_START

Thu Jan 04 2024 05:00:00 GMT-0500 (Eastern
Standard Time)

TACTIC_ID
TA0O10

TECHNIQUE_ID
T1041

DESCRIPTION
The adversary exfiltrates several documents.

EXECUTION_START

Thu Jan 04 2024 05:00:00 GMT-0500 (Eastern
Standard Time)

When an action is connected to
another action, it represents an
effectual relationship.

The first action produces an effect
that positions the adversary to take
the next step.

Reminder: the
arrows are not
chronological!

Center for Threat
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Building Blocks: Condition

CONDITION
Kaspersky running on system
True False

Conditions are used to model decision points
in the attack flow, show how the adversary
responds to failed attempts, or to represent
the state of an asset.

The description is a human-readable text that
Is displayed in the green header.

Can optionally use the STIX Pattern
language for machine-readable condition
evaluation.

Unlike other nodes, conditions have two
types of ports (true, false).

Center for Threat
MITRE ‘ Informed Defense- @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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Building Blocks:
Condition

* NotPetya checks if Kaspersky is running on
the system.

 If yes: corrupts the Master Boot Record.

* |f no: installs a malicious bootloader.

MITRE | Ficmed oetense
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TACTIC_ID
TAO0O7

TECHNIQUE_ID
T1518.001

DESCRIPTION

Malware starts subroutine and hashes every
running process on the system and sets
PROC_FLAG. It is looking for three hardcoded
hashes: Kaspersky, Symantec, Norton Security.

True False

—
TACTIC_ID —
TAOO40 TACTIC_ID
TECHNIQUE_ID TAQ003
T1561.002

TECHNIQUE_ID

DESCRIPTION T1542.003
NotPetya will not encrypt the MFT and will
simply overwrite the first 10 sectors of the
physical disk with uninitialized data. It will still
render the machine unbootable by overwriting
the 2nd section of the C:\, however, there is the
possibility to recover MBR.

DESCRIPTION

Malware reads and encodes MBR with a custom
boot loader that will encrypt the MFT.



Building Blocks: e =

Condition

TA0006 TADOO4
) _ Tio2001. 134001
» Helpful for easing understanding of complex sescaTon sescmerion
topics. Caes a armed pipe t extract cradeniaefrom. etucker t escaiute privieges and imperscrte
LSASS another user to spread the malware
« E.g. in NotPetya, the privilege elevation is |
complex and requires knowledge of

Windows internals.

l
G st

» The condition object makes the flow

. True False
easier to read. |
071002

DESCRIPTION

To move laterally, the malware logs into any
version of SMB with the stolen tokens or

C f harvested credentials and does a UNC write to
MITRE enter for Threat Admin$ to execute malware
Informed Defense-

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC 17
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Building Blocks: Operator

OR AND

« Operators allow multiple
attack paths to converge.

 The OR operator requires
any of its inputs to succeed

before execution continues.

 The AND operator requires
all its inputs to succeed

before execution continues.

Center for Threat
MITRE ‘ Informed Defense- @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.

18



Building Blocks: OR
Operator

= NotPetya has two privilege escalation mooee e
techniques. . i

. ] - Duplicates another user's token and allows
Operates as a modified version of Mimikatz and p

= If either one succeeds, then it it can execute uees 2 named ipe t extractcredentls rom e e
its lateral movement technique.

TECHNIQUE_ID
T1021.002

DESCRIPTION

To move laterally, the malware logs into any
version of SMB with the stolen tokens or
harvested credentials and does a UNC write to
Admin$ to execute malware

MITRE | Ficmed oetense
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Building Blocks: AND Operator

I N SR . e Tesla flow, the

de TAQDOS TAQ0D02 g
TTTTTT adversary must position
T1090 T1571 T1610

L] L]
sssssssssssssssssssssssssssssssss infrastructure, configure a
The adversary proxies their mining pool through The adversary proxies their mining pool through The adversary deploys a new container on the )
Cloudflare CDN. Cloudflare CDN. Kubernetes cluster.

non-standard port, and
deploy a Kubernetes

container.
s « If they succeed in all three,

TTTTTT 1D

o then they can execute
........... resource hijacking.

The adversary runs cryptomining software in
the container, configured to use their private

Center for Threat
MITRE e e e @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5. 20



Building Blocks: Operator Anti-pattern

e * An operator with a single

iInput doesn’t do anything.

DESCRIPTION

The C2 responds with an encoded buffer of
commands for the backdoor to execute. The
commands allow the attackers to run, stop,
enumerate processes; read, write, enumerate
files and registry keys; collect and upload

* This is not recommended.

= * We see this in some flows
due to a misunderstanding

Bmmosony e Feesvsosy about how to use operators.

TACTIC_ID TACTIC_ID
0007 Themed TAD007
TAS
TADOOS
TECHNIQUE_ID TECHNIQUE_ID
—— TECHNIQUE_ID —
T1036.003
DESCRIPTION DESCRIPTION
DESCRIPTION )
Attackers executed ADFIND to enumerate Attackers used WM to discover processes,

X ) The attackers renamed Windows admin tools to ) . .

domains and to discover trust between X ¥ y services, and signed-in users on remote
. - conduct reconnaissance to avoid detection

federated accounts with a renamed filename systems

chosen to blend into the environment

Center for Threat
MITRE ‘ Informed Defense @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.



Building Blocks: Assets

» Assets represent information
systems, data, or users involved in
an attack.

* \ery generalized: it contains only a
name and a description.

DESCRIPTION
The adversary compromises multiple user * You can add additional structured
accounts, including both administrators and data using STIX

unprivileged users.

Center for Threat
MITRE Informed Defense @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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Building Blocks: Asset Connections

TACTIC_ID
TAQ008

TECHNIQUE_ID
11078

* An edge from an action to an asset

The adversary gains access to legitimate user

indicates that the action modifies

_ the state of that asset.

DESCRIPTION

The adversary compromises multiple user
accounts, including both administrators and

unprivileged users. An edge from an asset tO an aCtion
_ indicates that the action depends

on the state of that asset.

TECHNIQUE_ID
T1021.001

DESCRIPTION

The adversary connects from the Ivanti
appliance to multiple VMs in the NERVE
environment using compromised credentials.

Center for Threat
MITRE Informed Defense @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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Building Blocks: Asset nceoms

Anti-pattern Tho008

Tors
- Insertlng an asset In between aCtlonS IS ;Zs:zldplzlary gains access to legitimate user
allowed but not recommended. accounts.

= Actions should connect to other or operators _

in a continuous chain. No other nodes S
ShOUId come between aCt|OnS The adversary compromises multiple user

accounts, including both administrators and
unprivileged users.

TACTIC_ID
TAQOO8

TECHNIQUE_ID
T1021.001

DESCRIPTION

MITRE Center for Threat The adversary connects from the Ivanti
Informed Defense- appliance to multiple VMs in the NERVE

environment using compromised credentials.
@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC
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Building Blocks: Asset Structured Data

False
IS_PRIVILEGED
True

DESCRIPTION

The adversary compromises multiple user
accounts, including both administrators and _ ° FOF exam ple add “User ACCOUHt”

unprivileged users.

MITRE

Center for Threat
Informed Defense"

USER_ID

root  While assets are very simple on
CeRASeen their own (just name and
description) they can be enriched
using STIX objects.

:j.fpadm nodes to an asset; this creates
e sccounr structured data about the impacted
True accounts.

IS_PRIVILEGED

True

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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Attack Flow STIX Nodes

Center for Threat
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STIX Nodes

= Attack flow supports all STIX 2.0

[ s | types:
afb.exe = 18 STIX Domain Object (SDO) Types
SIZE = 18 STIX Cyber Observable (SCO) Types
jj:ﬁ » These types are defined in the STIX
912ec803b2ce49e4a541068d495ab570, specification; we adhere to that.
13:354155991EaBGEcEdDEhbaEW?_fEcEDbE?EE « STIX nodes can be connected with
A edges just like any other node.

Wed Jan 01 2025 07:00:00 GMT-0500 (Eastern

_ * You can export an Attack Flow to
Standard Time)

a STIX bundle and import it into any
tool that can process STIX
(e.g., OpenCTIl, etc.)

Center for Threat
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STIX Nodes

USER_ID

root This example (that we saw a

IS_SERVICE_ACCOUNT

= few slides ago) shows the
s “User Account” STIX enriching
DESCRPTION .. an Asset node.
The adversary compromises multiple user
accounts, including both administrators and _
unprivileged users.

backupadm

v rccomr In STIX this is represented by
L the "user-account--"

I5_PRIVILEGED

- observable type.

Center for Threat
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STIX Nodes

DESCRIPTION

el AN authentication bypass vulnerability in the
web component of lvanti ICS 9.x, 22.x and Ivanti
Policy Secure allows a remote attacker to
TACTIC_ID e — access restricted resources by bypassing
TADOOT control checks.

TECHNIQUE_ID
T1190

sescmron e This example shows the

The adversary compromises MITRE's NERVE

system through multiple zero-day vulnerabilities ”Vu I n era b i I ity” ST I X type u Sed

. . DESCRIPTION
in lvanti Connect Secure.

A command injection vulnerability in web

EXECUTION_START ——— compenents of lvanti Connect Secure (9.x, 22.X) to en riCh a n ACti O n n Od e .

Sun Dec 312023 07:00:00 GMT-0500 (Eastern and Ivanti Policy Secure (9.x, 22.x) allows an

Standard Time) authenticated administrator to send specially
crafted requests and execute arbitrary
commands on the appliance.

Center for Threat
MITRE ‘ Informed Defense @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.



STIX Nodes

Marme
afb.exe
( FILE Mame Enc
. i . afb.exe -
= All of the properties defined in STIX are ;
settable and viewable in Attack Flow Builder. 2048
HASHES 2048
912ecB803b2ced9e4a541068d495ab570,
3da541559918a808c2402bbas012fE6cE0b2766 Hashes
I
T— G b 912ecB803b2ced9e4a541068d495ab570
= For example, “File” is a STIX Observable U
Wed Jan 01 2025 07:00:00 GMT-0500 (Eastern b c c :
With 9 property ﬁelds_ BeIOW iS the JSON D 3da541559918a808c2402bba5012f6c60b
representation of a File Object (how the data ' =
. Magic Number Hex
will look exported from Flow) -
;::::1 ;;:swith file system properties without observed encoding Mime Type

Mull

Ctime:

Jan 1, 2025 - 12:00:00

Mtime

Mull

Basic file with file system properties with observed encoding

Atime
MITRE | Fiomed befonse i

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC
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STIX Data Validation

* PROBLEMS
FILE Invalid hash value.
afb.exe
HASHES
AAAA

STIX is easy to work with in Attack Flow. The
validator helps you enter STIX data correctly.

Center for Threat
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Attack Flow Features

Center for Threat
MITRE ‘ Informed Defense @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.

32



Splash Screen

Attack Flow Builder
Version 2.3.2

RECOVER FILE

MITRE | Fiomed vefense

MITRE NERVE 4/28/2025, 3:113:27 PM Delete x

Maastricht University Ransomware 4/28/2025, 2:52:16 PM Delete x

SolarWinds 4/28/2025, 2:02:18 PM Delete

lesla Kubernetes Breach 4/28/2025, 12:42:42 PM Delete =
OPEN FILE

[1 New Flow [= Open Flow

Create a new, blank Flow.

RESOURCES

< Example Flows
Visit a list of example Flows.

MITRE | Fermed oetense

Open an existing Flow.

< Builder Help
Read the Builder's User Guide.

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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M File Edit Layout WView Help

= * PROPERTIES

Moving Around

[ LR TR
SolarWinds

= Click anywhere on the
background and drag to

Descriplion

El'_l A well-known supply chain attack against

. an Austin, TX software company.
pan the diagram. — —
- Author
. —— ¢ Lauren Parker
= Use the scroll wheel to — o
) : NCIden
zoom in and out. (Or use A
the “View” menu.) v Picus
— _ ¥ Microsoft
= b Comodo Cybersecurity
[y
b Micrasoft
* PROBLEMS
MITRE | Sopterfor Threat Em— T—

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC
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Creating a Node

= PROPERTIES

Untitled Documant

Right click on the diagram and
select Create — Attack Flow
— Action.

b Mull

* Or go to the menu bar —
Edit — Create — ... incident

External Relerences

Click the action to display its
properties in the side panel.

Key in the properties.

Some properties
autocomplete, e.g. tactic and
technique.

MITRE | S, T

@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC
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Connecting Nodes S I

Untitled Documant

When the mouse hovers over
a node, it displays its anchor  LsAss Momory |
points. -

kMl

Click on an anchor and drag to o
create a new line. sy s incident

Connect the other end of the
line to a different anchor. " aemn

Once connected, lines follow
the nodes they are attached to
if the node is moved.

MITRE | Ficmed oetense . prosLEMS
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Exporting

M File Edit Layout View Help

Mew File “N
Open File... #0
Open Recovered Files >
Sawve EQ

MITRE

Save Selection as Image

Publish Attack Flow

Center for Threat
Informed Defense @2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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Zooming Shortcuts

M File Edit Layout WView Help

Press Shift+Z to zoom
Into a selected object.

Press Shift+C to zoom to
the next set of
connected nodes.

(Also accessible from
the “View” menu)

Center for Threat
@2025 THE MITRE CORPORATION. ALL RIGHTS RESERVED. APPROVED FOR PUBLIC RELEASE. DISTRIBUTION UNLIMITED 25-00912-5.
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Edit

MITRE

Edit Layout View Help

Undo 37
Redo i
Cut 36 X
Copy e C
Paste 3V
Delete Backspace
Duplicate #£D
Find... S F
Find Next HG
Find Previous i HG
Create >
Select All A
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Search a Flow

= Keyword search to quickly
find specific items in the

flow.

» [t zooms into the matching
items so that you can see

them clearly.
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Layout

MITRE

Center for Threat
Informed Defense"

Layout View Help

To Front {+ ¥F
To Back {+ 3B

Bring Forward
Send Backward
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End of Section 3
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Agenda

= 1 — Introduction to Attack Flow

» 2 — Tagging Techniques in Narrative Reports
Break

= 3 — Using Attack Flow Builder

= 4 — Building An Attack Flow
Break

» Lightning Talk
= 5 — Attack Flow 3 Preview
= Lightning Talk

= 6 — Visualization
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