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Changing the game on the adversary
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How do we scale 
MITRE ATT&CK?

7 years ago…

rapid community growth
tremendous passion 

massive demand

… refine the model …
… expand the knowledge base …

… operationalize it …
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3 meetings demonstrated an opportunity
• Heavily using ATT&CK and invested in its success

• Wanted more ATT&CK faster and willing to help

• Saw MITRE as a connector to unite defenders in 
operationalizing ATT&CK

How do we harness this energy to 
improve cyber defense for all?
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It was broader than ATT&CK

is at the core of threat-informed defense 



How Do We Scale
Threat-Informed Defense?



The Center for Threat-Informed Defense conducts collaborative R&D projects that

improve cyber defense at scale

+
Membership is:
✓ Global & cross-sector
✓ Non-governmental
✓ Committed to collaborative R&D in the 

public interest
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Mission: Advance the state of the art and the state 
of the practice in threat-informed defense globally.
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A repeatable, scalable, approach to R&D built on

member-powered collaboration

Systematically identify 
challenges

Develop solutions
together



5 years later



We learn together

“The biggest advantage is learning from others. From 
their ideas and problems, we understand adversarial 
perspectives we may not have thought of before.”

“We learn a lot throughout the collaborative 
process gaining valuable insights that help 
our teams and our customers.”

“Being in the same room with some of the 
world’s most regarded cybersecurity teams 
has been a true learning experience for our 
researchers and our business.”



A Year in Threat-Informed R&D



Security Stack Mappings – M365April 2024

CWE with Environmental CVSS CalculatorJune 2024

Threat Modeling with ATT&CKJuly 2024

Defending OT with ATT&CKAug 2024

Technique Inference EngineSept 2024

Secure AIOct 2024

Summiting the Pyramid IIDec 2024

Security Stack Mappings – Hardware Enabled DefenseJan 2025

Prioritize Known Exploited VulnerabilitiesFeb 2025

It's been a busy year
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• Launched Secure AI Program
MITRE ATLAS is now in sync 
with ATT&CK!

• Expanded ATT&CK Mappings
Simplified & expanded our 
mappings to ATT&CK

• TID Training
Driven by your feedback, 
creating more training

• Detection Engineering 
Innovation
Make detections more robust to 
changes in adversary behavior



Technique 
Inference Engine
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Predict TTPs with Threat Intelligence

▪ Threat hunting: what should I look for next? 

▪ Cyber Threat Intel: what else may have 
happened?

▪ Threat Modeling: what might we expect in this 
scenario?

▪ Detection Engineering: how can I reduce false 
positives by looking beyond an individual TTP?

▪ Threat Emulation: how can I build realistic 
scenarios with alternate courses of actions based 
on what adversaries really do?
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Gain a Complete Picture of an Adversary
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▪ TIE is easy to use from a web-based interface; all 
data is stored locally and inference is done on-
device.

▪ Predicted Techniques can be grouped, filtered, 
sorted, and exported.

▪ We published our training data and our code.

▪ Launch our code in a Jupyter notebook to adjust 
model parameters, retrain the model with a 
custom data set, and more.



Innovation Roadmap
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What’s up next?

▪ ATT&CK Mappings
▪ NIST CSF Financial Sector Profile, NIST 800-53, GCP

▪ Secure AI
▪ More ATLAS, more red teaming, more mitigations

▪ Ongoing AI Incident sharing

▪ Ambiguous Techniques 
▪ Identify adversary use of living-off-the-land techniques

▪ Visualize Attacks
▪ Expand upon Attack Flow with new tools and visualizations
▪ Enable more effective communications about attacks and defense in-depth strategies

▪ M3TID
▪ Survey capability, recommendations, progress tracking
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What’s on the Horizon?
Our mission: advance the state of the art and the state if the practice in threat-informed defense globally. 

An R&D organization

▪ Explore new areas like Financial Fraud, Intersection Risk & Operations, AI enabling analysts… 

▪ With a threat-informed approach

Focused on impact

▪ Publish foundational resources, more training to scale our impact

▪ Increase accessibility of R&D products

Building a global community 

▪ EU ATT&CK Community Workshop – May 2025

▪ ATT&CKcon 6.0 - October 14 & 15, 2025 at MITRE's McLean, VA campus
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How Do We Scale Threat-Informed Defense?
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It Takes Community
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Enable the global community to advance public interest cybersecurity 
programs through charitable giving. Benefactors are globally 

recognized for supporting independent research in the public interest.

Participants Benefactors Community

Participants drive the R&D program with 
active engagement and funding

Benefactors support independent research in 
the public interest

Global adoption leads to impact. Your use 
cases enable improvement
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Join us and 
change the game!

Changing the game 
on the adversary requires a 
community-wide approach. 

https://ctid.io/get-involved
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