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Agenda

- Detection Engineering Challenges and Level Set

- MITRE ATT&CK Framework for Strategizing Detections

- Valuable Sources for Detections

- Cyber Threat Intelligence Level Set

- Challenges with Natural Language Based Threat Advisories

- Usage of Large Language Models on NLP Based Threat Advisories towards

Detection Engineering



Detection Engineering Challenges

N0 =
DETECTION ENGINERING
— PATECTHON INEMLTRNG TEAM

Lack of Dedicated
Detection Engineering
Team
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i

Limited skillsets.

T

Don’t know where to
begin.

No planning framework.

Creation manual and
adhoc

Rabbit Hole of Noisy
Detections

Duplicate Detections

Expired or Irrelevant
Detections



Level Set of Detection Engineering Lifecycle

Execute: Discover:

Deploy and test Define gap
continuously in detection

Determine:
Approve
detection

Source: Forrester - Enhance Your Security Operations with Aglle and Detection Engineering
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How to Organize and Prioritize?

1. Focus on Tactics, Techniques and
Procedures

2. Use a TTP Focussed Security Framework
- Cyber Kill Chain
- MITRE ATT&CK

MITRE
ATT&CK.



Planning Detection Coverage With MITRE ATT&CK

- TTP Based Detection Coverage

- Filters are your friend (APTs, Tactics, Techniques, Industry, Operating System, Software etc.) MITRE

ATT&CK.

- Color coding and comparison over time.

MITRE ATT&CK Matrix
N Content (Total)

ATTACK version141
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Why is Cyber Threat Intelligence A Critical Input?

External Visibility
We don’t know what we

don’t know unless we
look outside
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Situation Awareness

Awareness of our own
environment, risks,
impacts, mitigations.

Pre-emptive Defense

Defend against the threat before

it even occurs in our
environment

Financial Loss Prevention

Successful pre-emption =
Incident Avoidance = Financial
Loss Prevention

’Tﬁ
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Different Types of CTI

- Strategic
-+ High Level
. - Information for Execs
- Operational :
: .« Intel of Specific -+ Formatted in plain
- Tactical . Targeted Attacks : ?ulrr!an IanlgL;]age
: . plain Englis
- Technical ‘e« Machine . _ _
: © Readable Format | © FOIATEGI D :
"+ Technical : : human Ianguage - = Easy for human, hard
" 10Cs : - (plain English - for machine
-+ TTP Enriched : .
"« Machine Readable : -« Easy for human, hard for
- Format (e.g. STIX f ) :  machine
i -+ Easy for machine
via TAXI) : inter);)retation I will focus on value of these types
today

. » Easy toIngest as
- Detection
Engineering Inputs

man Involvement in CTI Life Cycl
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Operation and Strategic CTl (Threat Advisories)

This is Good and Organized

. : Mostly, This is What We May Get
which we may see sometimes

Introduction to HAFNIUM and the

Exchange Zero-Day Activity

e i . Email scammers impersonating the
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Large Language Model Applications for Natural Language Based Threat
Intel Advisories Towards Detection Engineering

Training Datasets Models Trained &
Applied

MITRE Predict SGBERT
]

MITRE Unsupervised Natural Laosuage Processing (NLP) model foc performing
xrack  IMITRE by -
Mok | ATTRCK =By

Pages Used for predicting MITRE ATT&CK Techniques against Threat Intel

o Advisories A Founaation for Pubic Good
Modified from MITRE Threat Report ATT&CK Mapper (TRAM)
~ - Usage: For identifying closest MITRE ATT&CK Technigoe to find
Detextion \»/ “?} oy redevant detections from detection library
Documents - -
Simple TS
Simple teat 1o teat transformation from Hugging Face
g - Sammarize sentences in Threat Intel Advisories

Detection

Rules Usage: Predict detection rules that can help to trasslate out new

J ':ﬂ :Eg detections based oa summarized sentences as beamt against detection
SPL, SIGMA, —— rudes training dataset
VARAet. | . e
| Semantic Analysis as
Based on Noguoistics
Sentences in detection dooumoents embedded isto vectors
o Vectors amanged based on security domaéns of Interest (e.8. DNS, .
Authentication, Endpoint efc.)
Usage: Finding Top X dosest detection from chuster based on sentence
analysis.
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SciBERT Based LLM for MITRE Prediction For Advisories

Fa

Email scammers impersonating the mitre_techrique

Selecting
relevant model
predicted
LLM techniques to
prediction of identify relevant
MITRE detections from
Technique ID library
based on
sentence

predicied_segment 8 precicied Jabelly) ¢

[*1f you receive an emall from the Asstralian Sipnals Directorate’s Australisn Cyber Security Spearphishing Attachaent ~ T1566,001

from the Acstralisn Sigrals Directorate’s Australian Cyber Security Cestre (ASD's ACSC) and you {"Disable or Modify Teols = T1562.001", 'Security Software Discovery = TIS10,001°, 'Resote Access Software
121%°)

Mustralisn Cyber Security Centre (ASD's ACSC) and you wish to verify that it ‘Security Software Discevery = 11518,001%)

ACSC) and you wish to verify that 1t i3 legitinate, please contact o {"Brete Force ~ T1110°, "Security Seftware Discovery - |

verify that it is itisate, please contact us on 1300 CYBENY (1300 292 File and Directory Discovery ~ T1883°, "Security Sefteare Discovery - 11515, 801°, “Brute Feece - T1118°)
please contact us on 1300 CYEERT (1300 292 371). The ASD's ACSC is Malicious File - TI204. 802', ‘lIngress Teol Transfer - T1105°)

CYBERT (1300 252 371). The ASD's ACSC 1s aware of smails from cybercriminals Spearphishing Attachmest - T1566. 80

ASD's ACSC 1s aware of esalls from cybercriminals claiming to be ASD's ACSC Match Legitisate Name or Location - TIRX6.005°, 'Spearphishing Attachement - T1566.89)°)

emails from cytercrininals claiming to be ASD's ACSC. The cybercriminals are emalling from spoofed emall accounts utilising ASD's ACSC's logo, with {"Spearphishing Attachment - TIS86.891°)
the subject

accounts utilising ASD's ACSC's logo, with the subject and conteats of the esalls {"Valid Accounts ~ TIRTE", “Spearphishing Attachment = T1566.991°)
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SimpleT5 LLM for Suggested Detection Rule Syntax

LLM Threat Advisory to SPL Suggester

Advesiry Test

Fortret has entfied » cracal v

Advisory Contents

tont 3

Fortinet has Ientifiod & <ritical wilnecsdility Ia Fortios snd foo e vloerai 110y oy adlow o0 W Ihent i CMed renete SLLACKEr 16 EAb8 “seper-adein” privileges. The Fertinet walnershility sotification describes ponsible
Inficators of Compromise (DOCa) and 1P sasocisted the Threat actor, which may Sanist In Identifying sspdcioun activity. fortinet A cheerved sctive eplodtation of this walsersbility. Fortinet advises that threst sctors hawe been
chaerved performing the fellowing post explaitatson sctivitien: Creating an aduin account on the dn with & randon wier e, Crowting 4 Local User account on the device sxing & random asme. Cresting & wier group o adding the sbove
local waer o an existing salvpn soer roag. Addiag/changing other settings (firssall policy etc.) Lagring S the salvpn with the sbove-added local wiers to get 3 tunsel to the Intermal metwork

QA A L O svmsmenman
Suggesied SPL Againat Advisory

s e Fertinet han Sdentifind & critical welsermbdlity 4 Yartson and FartiPresy [ EATALS Socwrity, content_swmmirbesonly Ot sbal tine) o8 FErstTine sand Uine) o LastTine from datamode i<t nmaint Processes vhare
Frocesses proceid Ame~for 08 Processes. process nmesfartifreey' )

sumnarize:The valsersbill low a0 unauthenticated resote Miscker o galn “wuper-adein™ pei [’ Eatats security, content summirtescaly count ia( tine) an firstTise man{ tine) a } ot amodel whuthent Lcatson where

Avhent1cat Lon  acthent 1ot Lon_method="S5L* by Asthentication dest | security contest

wnarize: e mt walnerability netify on describes possible [ndicaters of Compromtse (" tatats security cont mawar bescnly count wial time) as TirstTine sax LastTine from datamodel~indpeint Procasies shere

SSOCIMAE The TIAAt ACUAr, wASON may SRAIAT (A Ideetifylng wapicioun mtivity Processes process_same = asen process’ by waen wnar Processes peacess’ )

Sl ae FOrtinet Ran shserved active explodtation of thls winersdility [ ENTALS Se0writy, Content_swmmarbesonly Ot mial time) a5 TErstTine sal tine) & Catamade LS npaint Processes whare

Processes Srocess Amme = Brocess e Frocesses Brocess Ame =)

s ite fortinet sy sctors Nave bees cboerved performing e following post explait 't Lo o LratTioe mand tiee) #s | datamode | Endpeint Processens where
sctivitien: Creating an adwin account on the device with & random wsef nase Processes. process ¢ '

sumnarize Creating & Local User account on the device using 3 randos mame ['tatats security content summariescnly count mial time) as fErstTime sax{ tise) & rom datamodelvingpeiat Processes whers

Procesies process o Alusar® by Processes, dest Processes, process’

WA 126 CreMting & waar Droup & 0NN The ave Sacal waer 10 3 maisting slan wer gro [ ENENLS Serwri Ty, contant_swmar besonly oount minl tine) a8 FErstTine el time) as LastTs Catamoce LA npaiat Frocesias where

Processes grocess_esnc="sslvon’ by Processes process |

mumnar (2e- Adding/thanging olher sellings (flrewall pollcy efc.) Logging 1n the salvm with Dhe sbove-added loce [*LALALs secwrity Contest summiriesonly count o o) a6 FLrtTime mand time) as | G0l amote | e (A1 Processes whare

wers to wwel to the Isternal network Processes process_ewec~"salvpn® By Processes. proc

susmarize:The vuinerability may allow an unauthenticated remote attacker to gain “super- ['tatats security _content sussariesonly count min(_timse) as firstTise sax(_time) a5 lastTimse from
adain® privileges datamodel=Authentication where Authentication.authentication sethod="SSL"™ by Authentication. dest |
security _content_ctise(')

Summarized Sentence Suggested Detection Rule Syntax
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Semantic Analysis LLM for Suggested Rule Syntax

e & conbgnt 2

HIFAZ-T5 11 Fortiret has loestified @ oritics] wulmersbdlity in Forti0s and FertiProny. The wlnersbility may sllow an ensuthesticated resote attscker to gain “saper-sdain” privileges. The
Fartinet wulrerabd ity satificstion descrites poasible Irdicators of Compromise (D0CR) and IPs ssscciated dha threst sctor, which mey ssslet s ldestifying susplolous sctivity
Fartingt bai cbaerwed active exploltation of this welsecabiliny. Fortlret sdvises that thresl sctord have bees cbaereed perfommisg the followisg podit exploitation sctivities: Creating

W edsin Gooounl of thi device with & randes user nese. Creating & Lotal User scoount on the device esing & rafdos nass_ Cresting & user grouwp of seding the sbeve Iocal user i an
enisting ssivpn wser proup. Addisgichanging sther settings (firesall policy eto.) Logging in the sslvpn with the sbove-added local wsers to pei @ teneel to the internal networi

Suggesied Delections Againgt Advisory Sentence

Click o o pugageation valus 1o wiee detsls of the puggested conter

conment & suggestion_1 sggesion_2 £ suggestion_4 §

datamodel enabled

-
s

etectionName = description ¢
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Key Takeaways

* Understanding Challenges and Necessities of Detection Engineering
® Cyber Threat Intelligence Should Be a Key Input for Detections
* Never disregard Strategic and Operational Advisories just because its challenging for machine interpretation

e Large language models (LLMs), when used correctly, can be used to interpret these advisories and contribute these
interpretations to overall detection engineering. We covered through 3 examples of such applications.
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Thank you!

Ray Huang


https://www.linkedin.com/in/raymond-huang-8661b412/

	Slide 1: Unlocking The Power of Threat Intelligence Infused Detections in The SOC
	Slide 2: Agenda
	Slide 3: Detection Engineering Challenges
	Slide 4: Level Set of Detection Engineering Lifecycle
	Slide 5: Planning Detection Coverage With MITRE ATT&CK 
	Slide 6: Why is Cyber Threat Intelligence A Critical Input?
	Slide 7: Different Types of CTI
	Slide 8: Operation and Strategic CTI (Threat Advisories) 
	Slide 9: Large Language Model Applications for Natural Language Based Threat Intel Advisories Towards Detection Engineering
	Slide 10: SciBERT Based LLM for MITRE Prediction For Advisories
	Slide 11: SimpleT5 LLM for Suggested Detection Rule Syntax
	Slide 12: Semantic Analysis LLM for Suggested Rule Syntax
	Slide 13: Key Takeaways
	Slide 14: Thank you!

