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Agenda

- Detection Engineering Challenges and Level Set

- MITRE ATT&CK Framework for Strategizing Detections

- Valuable Sources for Detections

- Cyber Threat Intelligence Level Set

- Challenges with Natural Language Based Threat Advisories

- Usage of Large Language Models on NLP Based Threat Advisories towards 

Detection Engineering
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Lack of Dedicated 

Detection Engineering 

Team

Detection Engineering Challenges

• Limited skillsets.

• Don’t know where to 

begin.

• No planning framework.

• Creation manual and 

adhoc

• Rabbit Hole of Noisy 

Detections

• Duplicate Detections 

• Expired or Irrelevant 

Detections
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Level Set of Detection Engineering Lifecycle

Source: Forrester - Enhance Your Security Operations with Agile and Detection Engineering

How to Organize and Prioritize?

1. Focus on Tactics, Techniques and 

Procedures

2. Use a TTP Focussed Security Framework

- Cyber Kill Chain 

- MITRE ATT&CK
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Planning Detection Coverage With MITRE ATT&CK 
- TTP Based Detection Coverage 

- Filters are your friend (APTs, Tactics, Techniques, Industry, Operating System, Software etc.)

- Color coding and comparison over time.
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Why is Cyber Threat Intelligence A Critical Input?

External Visibility

We don’t know what we 

don’t know unless we 

look outside

Situation Awareness

Awareness of our own 

environment, risks, 

impacts, mitigations.

Pre-emptive Defense

Defend against the threat before 

it even occurs in our 

environment

Financial Loss Prevention

Successful pre-emption = 

Incident Avoidance = Financial 

Loss Prevention
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Different Types of CTI

Technical

Tactical

Operational

Strategic

Amount of Human Involvement in CTI Life Cycle

• Technical 

IOCs

• Intel of Specific 

Targeted Attacks

• High Level 

Information for Execs

• Machine Readable 
Format (e.g. STIX 

via TAXII)

• Easy to Ingest as 

Detection 
Engineering Inputs

• Machine 

Readable Format

• Easy for machine 

interpretation

• Formatted in plain 

human language 
(plain English

• Easy for human, hard for 

machine

I will focus on value of these types 

today

• TTP Enriched

• Formatted in plain 

human language 
(plain English

• Easy for human, hard 

for machine



© 2024 SPLUNK INC.

Operation and Strategic CTI (Threat Advisories) 
This is Good and Organized 

which we may see sometimes
Mostly, This is What We May Get
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Large Language Model Applications for Natural Language Based Threat 
Intel Advisories Towards Detection Engineering



© 2024 SPLUNK INC.

SciBERT Based LLM for MITRE Prediction For Advisories

LLM 
prediction of 
MITRE 

Technique ID 
based on 

sentence

Selecting 
relevant model 
predicted 

techniques to 
identify relevant 

detections from 
library
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SimpleT5 LLM for Suggested Detection Rule Syntax

Summarized Sentence Suggested Detection Rule Syntax
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Semantic Analysis LLM for Suggested Rule Syntax
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Key Takeaways

• Understanding Challenges and Necessities of Detection Engineering

• Cyber Threat Intelligence Should Be a Key Input for Detections

• Never disregard Strategic and Operational Advisories just because its challenging for machine interpretation

• Large language models (LLMs), when used correctly, can be used to interpret these advisories and contribute these 

interpretations to overall detection engineering. We covered through 3 examples of such applications.
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Thank you!Contact

Ray Huang
https://www.linkedin.com/in/raymond-huang-8661b412/

https://www.linkedin.com/in/raymond-huang-8661b412/
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