
THE Zombie

App-ocalypse

START!

Game Theory for Disrupting Dormant and Orphaned Cloud 
Identities



JOSHUA    BAHIRVANI

SENIOR SECURITY RESEARCHERJO
SHALEEN DEV PK

SENIOR SECURITY RESEARCHER



Non-HUMAN IDENTITES

Non-Human Identities (NHIs) are machine-based identities used by applications, services, and automation in cloud environments.
Examples: Service accounts, API keys, certificates, workload identities, bots.

Why are NHIs Important?

  Power automation, integrations, and cloud-native workloads.
  Often have higher privileges than human users.
  Outnumber human identities in most cloud environments.



Compromised App Malicious App Dormant App

how to play
There are 3 different types of games APTs play !
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API ACTIVITY

APP TO SIGNIN 

SIGNIN TO APP

TOKEN BEHAVIOUR 

NHI DORMANCY

non-human identities that were previously in use but have not been used for a significant 

period
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BEYOND DETECTION

DISRUPTION



HOW IS DISRUPTION DIFFERENT FOR AN NHI ?

OAuth application ID - Global representation of the application

Service principal of the application - Local representation of the 
application 

Multitenant application - A service principal is created in each tenant 
where a user has consented to its use

Owners – OAuth application and Service Principal can have different 
owners

Now what exactly do we disrupt?



Grueling game

A n y  m o v e  t h a t  
e n d a n g e r s  t h e       

k i n g   i s  a  w r o n g  
m o v e



LET THE GAMES BEGIN

A comprehensive framework for disrupting Non-Human Identities (NHIs) 
with a phased approach is essential. This framework aims to curtail the 
threat actor's ability to exploit these applications throughout the Attack 
Tactics while minimizing the impact on users and business operations. 
Our goal is to be part of the team that defeats the attacker by taking the 
right set of disruption actions.

GAME THEORY



LET THE GAMES BEGIN

Revoke API permissions

Revoke Access Tokens 

Disable sign-ins to the Service 
Principal

Remove application secret 

Delete Service Principal

Delete application

Remove Service Principal creds Revoke App Role Assigment 
from the app

Revoke unnecessary high 
permissions

Disable sign-ins from the 
Service Principal

CHOOSE YOUR WEAPON
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Challenges

L E V E L  U P

1:5 ratio of human identities to non-human identities (NHI) is leveraged for Business Email 
Compromise (BEC) and phishing attacks

Disruptions to  be shifted to the early phases based on identified NHI attack paths

Clustering of NHIs across multiple tenants 



GAME ON
END

QUESTIONS ? 
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