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red team consultant, trainer and public speaker.
Over a decade of experience in the offensive cyber security domain

Founder of Adversary Village at DEF CON ( )

An independent Consulting specialist offensive cyber security and
currently building BreachSimRange.io

Formerly worked with Envestnet, Inc .,Nissan Motor Corporation , EY.
. . Al éeioigel |
Actively running research blog

Leading DEF CON Group Trivandrum ( )
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https://adversaryvillage.org/
https://tacticaladversary.io/
https://dc0471.org/

Adversary groups landscape Iin APAC

Threat actors are becoming more sophisticated and frequent

Diverse and Sophisticated Adversaries
State -sponsored APT groups like APT41 and APT40, financially motivated ransomware gangs
like LockBit and ALPHV

Geopolitical Motivations
Nation -state actors from adversary countries target APAC nations for espionage, IP theft and

political influence

Critical Infrastructure Sectors

Telecom, Finance, Government, and Defense remain prime targets for adversary groups

https://breachsimrange.io
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Wicked Panda | APT41 | BARIUM

A state sponsored threat actor whose goals
Include cyber espionage and financial gain,
active since at least 2007

Also known as BARIUM, Winnti , WICKED
SPIDER, WICKED PANDA, Blackfly,Suckfly

APT41 compromised and gained various

levels of access to at least 14 organizations
worldwide. |
0OVt Il tUsoLjyugl t ouLvYaf
and private organizations based in the India, : .
US, Taiwan, Thailand, China, Hong Kong, "'.-_: '. I %ﬁ,%};&;
Mongolia, Indonesia, Vietnam, : e
Bangladesh, Ireland, Brunel, and UK.




MITRE ATT&CK Navigator

APT41 (GOO96) X + @
Selection Controls | Layer Controls | Technique Controls
| Q X, a8 i
Persistence Privilege Escalation Defense Evasion
20 techniques 14 technigues 44 techniques
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Cloud AP
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Additional Local or Domain Groups
Decode Fil
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Compromise Hardware Supply Chain e

Comnip e Soft Dy dencies and Development Tools

npromise Software Supply Chain Mutual Bxclusion

Code Signing Certificates

Winlogon Helper DLL AL
File and
At XDG Autostart Entries Directony
Permissions
‘Container Orchestration Job Madification
Hide Artifacts
‘Winlogon Helper DLL 2
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https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
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Emulating APT41

APT41 - Vulnerability
Scanning

F apt41 emu

i APT41 - Wordlist Seanning

>€ APT41 - Tool
ﬁ APT41 - Scan Databases

*Screenshots from VECTR

APT41 - Compromise
Software Supply Chain

% APT41 - Spearphishing
Attachment

I APT41 - Exploit
A7 Public-Facing Application -

sglmap

. APT41 - Unix Shell

APT41 - Windows
Management
Instrumentation - Impacket
- Empire - PowerSploit

. APT41 - PowerShell -
Empire - PowerSploit

. APT41 - Windows
Command Shell - Empire

APT41 - Service Execution
- Impacket - Empire - Net

APT41 - Exploitation for
Client Execution
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APT41 - Accessibility
Features - Empire

APT41 - External Remote
Services

' APT41 - Bootkit

E APT41 - Additional Loeal
#) or Domain Groups - Net

©  APT41-Local Account -
Empire - Net

F APT41 - Windows Service -
@. Empire - PowerSploit

APT41 - Scheduled Task -
Empire - PowerSploit

m APT41 - DLL Side-Loading

@ APT41 - Registry Run Keys
' Startup Folder - Empire -
PowerSploit

‘g APT41 - Boot or Logen
=L [nitialization Scripts

‘ APT41 - Valid Accounts

APT41 - DLL Search Order
LT Hijacking - Empire -
PowerSploit

APT41 - Dynamic Linker
/-1 Hijacking

' APT41 - BITS Jobs -
BITSAdmin

APT41 - Network Boundary
Bridging

_g APT41 - Impersonation

APT41 - Rundli32

APT41 - Code Signing

APT41 - Rootkit

APT41 - Match Legitimate
Name or Location

APT41 - Process Injection -

S8 APT41 - Group Policy
Modification - Empire

*H APT41 - Software Packing

APT41 - Compiled HTML
BN File

P APT41 - Masquerade Task
or Service

APT41 - Clear Command
History

APT41 - Obfuscated Files
or Information

APT41 - Clear Windows
Event Logs

ﬁa APT41 - Indicator Blocking
'@ APT41 - File Deletion
? APT41 - Modify Registry

APT41 - Environmental
eving




APT41 - Security Account
Manager - pwdump -
Impacket - Mimikatz

APT41 - Credentials from
Web Browsers - Empire -
Mimikatz

’- APT41 - Brute Force
‘% APT41 -NTDS - Impacket

APT41 - LSASS Memory -
Impacket - Empire -
PowerSploit - Mimikatz

0| APT41 - Credentials from
Password Stores - Mimikatz

.é APT41 - System
Owner/User Discovery -
Empire

ﬁ APT41 - System
Information Discovery -

Empire - dsquery

" b APT41 - File and Directory
1-[D Discovery - Empire

{d APT41 - Remate System

Discovery - Net - Ping

APT41 - Network Service
Discovery - Empire

n*‘ APT41 - Domain Account -
Empire - Net - dsquery

APT41 - Permission Groups
Discovery

APT41 - Local Account -
Q) Empire - Net - PowerSploit

ﬁ% APT41 - System Network
Connections Discovery -
Empire - Net - netstat

7| APT41 - Network Share
39 Discovery - Empire - Net

APT41 - System Network
Configuration Discovery -
Empire - ipconfig

i?él APT41 - Query Registry -
PowerSploit

*Screenshots from VECTR

APT41 - Pass the Hash -
w Empire - Mimikatz

i APT41 - Lateral Tool
Transfer - BITSAdmin - fip

= APT41 - Remote Desktop
Protocol

APT41 - SMB/Windows
Admin Shares - Net

@ APT41 - Keylogging -
Empire - PowerSploit

n APT41 - Code Repositories

APT41 - Archive via Utility
- certutil

p_‘ APTA41 - Data from Local
." System - PowerSploit
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Emulating APT41

@ APT41 - Dead Drop

Resolver

F APT41 - Fallback Channels
APT41 - Domain

s Generation Algorithms

@ APT41-DNS

APT41 - Wb Protocols -
Empire

APT41 - Multi-Stage
Channels

ﬁ APT41 - File Transfer
Protocols

R APT41 - Proxy

APT41 - Ingress Tool
i Transfer - BITS Admin -
Empire - certutil - fip

e = APT41 - Data Encrypted for
} & Impact

I. - o
Fn | APT41 - Data Transfer Size

== Limits

APT41 - Compute
Hijacking
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Volt Typhoon | Vanguard Panda

Volt Typhoon is an allegedly Chinese state -
sponsored cyber espionage group, primarily
targeting critical infrastructure and
government entities

The group is known for using "living -off-the-
land" binaries and technigues to avoid
detection

In 2024, accused of breaching Singapore
Telecommunications (SingTel)

Targeted organizations across the APAC
region, including telecom, energy, and
maritime sectors, often aligning with political
interest
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ALPHYV | BlackCat Ransomware

7,

ALPHYV, also known as BlackCat, is a highly - |
advanced ransomware -as-a-service (RaaS) {"“ s ‘ _ Ll
operation, first observed in late 2021 ‘=_j g o\ s B ==
The group is believed to be based in a CIS = ,,*

- I I i ;;'v;;_j TEE
country, with strong links to earlier ransomware = —
groups like DarkSide and BlackMatter ==
ALPHYV uses Rust-based ransomware, to target EET W\ , | . B
multiple operating systems, including Windows — \\\ [ \\O\ & = £ Y {
and LanX :;j{: " Z ‘ ] /)

BlackCat has targeted a wide range of industries & " -
worldwide, including organizations in the APAC

region, focusing on finance, healthcare, and = AI—IDHV [BIaCkcat ]
////

critical infrastructure |
https://breachsinfrangé.io




Mythic Leopard | APT36 | Transparent Tribe

Pak based APT group which has specifically
targeted employees of Indian government
organizations.

T W

)RR : S\ ~—=) _  Initial access: Malvertising, and credential
\ ’s Z " phishing attacks | Limepad for exfiltration
The threat actor used new domains hosting

websites masquerading as the official
Kavach app download portal.

Abused the Google Ads paid search feature

to push the malicious domains to the top of

Google search results for Indian users

My h C LeOpa d \\i Credential harvesting attacks were used to

- e iy spoof the NIC Kavach login page
U‘ A’Jj_/ ‘/ httpS://breachSimrangEio g p g



ANE R BRI e e i)
O \ I L R W

'3

Q
)
(o)
c
@©
S
=
%)

N
&)
]
)
S

o
W
%)
o
=
=




Target 1:

The Enterprises! E E
B
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Enterprises | with no budget constraints]
CCYbUGFnYt TYLOLU!I GuAYs |-tuserlaptdplgsyand &aniple 6 L
Multiple agents installed
Anti-Virus, EDR [Endpoint detection and response], XDR
EPM [Endpoint privilege manager]
Webproxies
DLP [Data loss prevention]
SIEM agents
IP monitoring, user analytics, and other user telemetry collection
a:: 8QYGOIt Yul GLijuYgt OFUL)YgFnY®gFAYt uUOI
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Demo 1

What would an adversary or

a red teamer do?
[Breaching enterprise defenses]

— / v oL T L
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Recycle Bin

MiICrosoft
Edge

ai

SharediSpace

.

rustiualoader

4 Task Manager
File Options View

Processes Performance App history Startup Users Details Services

A

Name Status i Network | Pg
& COMODO Client - Security ) ; s  OMbps &

Task Manager : % 0 MB/s 0 Mbps

Background processes (46)

[®] COM Surrogate 0 Mbps

. COMODO Client Dgecurity 0 Mbps

COMODO Client - Security 0 Mbps
COMODO Client - Security 0 Mbps
COMODO Client - Security 0 Mbps

E COMODO cWatch EDR Agent se... 0 Mbps
% Comodo EDR Service

[® COMODO Internet Security 0 Mbps

CTF Loader 0 Mbps

Device Association Framework ... 0 Mbps

Endpoint Manager RMM Service... 0 Mbps
>

v

( | Fewer details End task

A W}

ENG

9:25 AM

=



Defense level: 8

Target 2:
Govt. Organizations

https://breachsimrange.io



Govt. organizations

No budget constraints, but a lot of difficulties due to red tape
~ Ol 6 LjY U ¢ buSeY lggtoly &famexample
Multiple agents installed

Anti-Virus
EDR [Endpoint detection and response]

Webproxies , but mostly firewall based outbound traffic control systems

SIEM agents
Not including the detailed list due to the obvious reasons

Focused on the limiting access and traffic

https://breachsimrange.io



Demo 2

What would a nation -state

threat actor typically do?
[Bypassing enterprise defenses]

— / v oL T L
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o
0

oo Home

O Security

@ Performance
@ Privacy

@ xixyroso@teleg.eu

Subscription is active

& 63

- O Type here to search

Security

Our cybersecurity technologies >

All protection components are enabled

® Network Attack Blocker =~ ® Safe Browsing @

® File Anti-Virus

® Anti-Phishing

e o g

Scan

Quick, full, or selective scan - choose a check-up that suits you
now.

Reports Quarantine

Mail Anti-Virus @ Firewall ® System Watcher

TN
V.4

Anti-Virus Database Update

Stay on top of the latest known threats.

World virus activity review

® Databases are up to date and updated automatically.

2:10 AM
11/19/2024
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Defense level: 2

Target 3.
The general public

https://breachsimrange.io



General public | Home users
~OUo6LYugbOYgYUt 8O0YULjOI YCgsUt 5 YgLYgFYC

Mostly Windows Defender preloaded
Commercial home edition Anti  -Virus products

Linux home users, Mostly no Anti  -Virus at all

What else?

You tell me!

https://breachsimrange.io



Demo 3

What would a ransomware
gang typically do?

[Breaching home -security products]

A "
N/

https://breachsimrange.io
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Guard Rauls!
Not Exactly.



We are

prepared
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Until
We are not.




}

How would you defend against

such evolving and motlvated
Adversaries?

https://breachsimrange.io



Thinking like
an attacker
might help?




Story time
X Defensive
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