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Å kόƏϔģϔŬģĿƄŌǀΩϔƚŤŤŌƑǈűǳŌϔĿǺľŌǀϔǈŌĿǜǀűǔǺϔǈƽŌĿűģƇűǈǔΩϔǈŌĿǜǀűǔǺϔǀŌǈŌģǀĿŬŌǀΩ

red team consultant, trainer and public speaker.

Å Over a decade of experience in the offensive cyber security domain

Å Founder of Adversary Village at DEF CON (https://adversaryvillage.org/ )

Å An independent Consulting specialist offensive cyber security and

currently building BreachSimRange.io

Å Formerly worked with Envestnet, Inc ., Nissan Motor Corporation , EY.

Å Actively running https://tacticaladversary.io  research blog

Å Leading DEF CON Group Trivandrum ( https://dc0471.org/ )
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https://adversaryvillage.org/
https://tacticaladversary.io/
https://dc0471.org/


Adversary groups landscape  in APAC
Threat actors are becoming more sophisticated and frequent 

ÅDiverse and Sophisticated Adversaries

State -sponsored APT groups like APT41 and APT40, financially motivated ransomware gangs 

like LockBit  and ALPHV

ÅGeopolitical Motivations

Nation -state actors from adversary countries target APAC nations for espionage, IP theft and 

political influence

ÅCritical Infrastructure Sectors

Telecom, Finance, Government, and Defense remain prime targets for adversary groups

https://breachsimrange.io
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Adversary Groups
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Wicked Panda

Å A state sponsored threat actor whose goals 

include cyber espionage and financial gain, 

active since at least 2007

Å Also known as BARIUM, Winnti , WICKED 

SPIDER, WICKED PANDA, Blackfly, Suckfly

Å APT41 compromised and gained various 

levels of access to at least 14 organizations 

worldwide.

ÅíŬŌϔťǀƚǜƽόǈϔǔģǀťŌǔǈϔűƑĿƇǜņŌϔťƚǳŌǀƑƏŌƑǔϔ

and private organizations based in the India, 

US, Taiwan, Thailand, China, Hong Kong, 

Mongolia, Indonesia, Vietnam, 

Bangladesh, Ireland, Brunei,  and UK.

[Wicked Panda | APT41 | BARIUM ]
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https://mitre -attack.github.io/attack -

navigator//#layerURL=https%3A%2F%2Fattack.mitre.org%2Fgroups%2F

G0096%2FG0096-enterprise -layer.json

MITRE ATT&CK Navigator

https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
https://mitre-attack.github.io/attack-navigator/
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*Screenshots from VECTR

Emulating APT41
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Volt Typhoon

Å Volt Typhoon is an allegedly Chinese state -

sponsored cyber espionage group, primarily 

targeting critical infrastructure and 

government entities

Å The group is known for using "living -off - the-

land" binaries and techniques to avoid 

detection

Å In 2024, accused of breaching Singapore 

Telecommunications (SingTel)

Å Targeted organizations across the APAC 

region, including telecom, energy, and 

maritime sectors, often aligning with political 

interest

[Volt Typhoon | Vanguard Panda ]
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ALPHV [BlackCat ]

Å ALPHV, also known as BlackCat , is a highly 

advanced ransomware -as-a-service (RaaS) 

operation, first observed in late 2021

Å The group is believed to be based in a CIS 

country, with strong links to earlier ransomware 

groups like DarkSide and BlackMatter

Å ALPHV uses Rust-based ransomware, to target 

multiple operating systems, including Windows 

and Linux

Å BlackCat  has targeted a wide range of industries 

worldwide, including organizations in the APAC 

region, focusing on finance, healthcare, and 

critical infrastructure

[ALPHV | BlackCat  Ransomware ]
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Mythic Leopard

Å Pak based APT group which has specifically 

targeted employees of Indian government 

organizations.

Å Initial access: Malvertising, and credential 

phishing attacks | Limepad  for exfiltration

Å The threat actor used new domains hosting 

websites masquerading as the official 

Kavach  app download portal.

Å Abused the Google Ads paid search feature 

to push the malicious domains to the top of 

Google search results for Indian users

Å Credential harvesting attacks were used to 

spoof the NIC Kavach login page 

[Mythic Leopard | APT36 | Transparent Tribe ]
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~ŌǔόǈϔǔģƇƄϔģľƚǜǔϔǔŬŌϔǔģǀťŌǔǈΫ
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Target 1:
The Enterprises!

Defense level: 9 
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Enterprises [ with no budget constraints]
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ƇƇϔƄűƑņϔƚŤϔǈŌĿǜǀűǔǺϔƽǀƚņǜĿǔǈϔИϔ~ŌǔόǈϔǔģƄŌϔģƑϔŌƑņ-user laptop as an example

ÅMultiple agents installed

ÅAnti-Virus, EDR [Endpoint detection and response], XDR

ÅEPM [Endpoint privilege manager]

ÅWebproxies  

ÅDLP [Data loss prevention]

ÅSIEM agents 

Å IP monitoring, user analytics, and other user telemetry collection

Åà::§ΩϔĜŌǀƚϔǔǀǜǈǔϔģťŌƑǔǈϔģƑņϔƏģƑǺϔƚǔŬŌǀǈΪή



What would an adversary or 
a red teamer do?
[Breaching enterprise defenses]

Demo 1

https://breachsimrange.io



https://breachsimrange.io



https://breachsimrange.io

Target 2:
Govt. Organizations

Defense level: 8 



Govt. organizations
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No budget constraints, but a lot of difficulties due to red tape
~ŌǔόǈϔǔģƄŌϔģƑϔŌƑņ-user laptop as an example

ÅMultiple agents installed

ÅAnti-Virus

ÅEDR [Endpoint detection and response]

ÅWebproxies , but mostly firewall based outbound traffic control systems

ÅSIEM agents 

ÅNot including the detailed list due to the obvious reasons

ÅFocused on the limiting access and traffic



What would a nation -state 
threat actor typically do?
[Bypassing enterprise defenses]

Demo 2

https://breachsimrange.io
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Target 3:
The general public

Defense level: 2 



General public | Home users
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~ŌǔόǈϔǔģƄŌϔģϔŬƚƏŌϔǜǈŌǀϔƇģƽǔƚƽϔģǈϔģƑϔŌǹģƏƽƇŌ

ÅMostly Windows Defender preloaded

ÅCommercial home edition Anti -Virus products

ÅLinux home users, Mostly no Anti -Virus at all

ÅWhat else?

ÅYou tell me!



What would a ransomware 
gang typically do?
[Breaching home -security products]

Demo 3

https://breachsimrange.io
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:ǺľŌǀϔíŬǀŌģǔϔ ĿǔƚǀǈϔņƚŌǈƑόǔϔŬģǳŌϔ

Guard Rails!
Not Exactly.



We are 
prepared,
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Until
We are not.



How would you defend against 
such evolving and motivated 
Adversaries?
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Thinking like 
an attacker 
might help?
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Story time
Offensive  X Defensive  

= Collaboration


