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ADVERSARY EMULATION IS...
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WHY THREAT INFORMED?
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MATURITY MODEL

For teams starting out on the adversary 

emulation journey.

For teams with more resources.

For mature red teams with sufficient resourcing 

and supporting CTI.
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THREAT INTELLIGENCE

Image retrieved from attack.mitre.org
6



START WITH BABY STEPS

1.  (Optional) Identify Threat Group(s) of Interest.

2.  Identify TTPs of Interest.

3.  Atomic testing of TTPs.

4.  Work on Detection / Prevention as necessary.

7



START WITH BABY STEPS
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START WITH BABY STEPS

9



START WITH BABY STEPS
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START WITH BABY STEPS

Useful Resources:

• MITRE CTID Adversary Emulation Library - Micro Emulation 

Plans
⚬ https://github.com/center-for-threat-informed-

defense/adversary_emulation_library?#getting-started-with-micro-

emulation-plans

• Atomic Red Team
⚬ https://github.com/redcanaryco/atomic-red-team
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STEPPING UP

Automate testing and re-testing.

Value:

• Reduce manual efforts, sparing resources for more 

advanced work
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STEPPING UP

Useful Resources:

• MITRE’s Caldera
⚬ https://github.com/mitre/caldera

• Splunk’s Attack Range
⚬ https://github.com/splunk/attack_range

• Commercial BAS Tools
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LET IT FLOW

Develop Attack Scenarios
• Build an attack flow of TTPs.

• Test in purple team engagements (with the Blue Team).
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LET IT FLOW
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LET IT FLOW

Develop Attack Scenarios
• Build an attack flow of TTPs.

• Test in purple team engagements (with the Blue Team).

Value:

• Identify opportunities for earlier detections.

• Over time, identify common chokepoints.
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LET IT FLOW

Useful Resources:

• MITRE CTID’s Attack Flow
⚬ https://github.com/center-for-threat-informed-defense/attack-flow

• MITRE CTID Adversary Emulation Library
⚬ https://github.com/center-for-threat-informed-defense/adversary_emulation_library

• MITRE Adversary Emulation Plan
⚬ https://attack.mitre.org/resources/adversary-emulation-plans/

• AttackGen
⚬ https://github.com/mrwadams/attackgen
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TEST CONTROLS

Run Unannounced Attack Scenarios
• Test in unannounced engagements (against the Blue Team).

- No start-overs! No save points!

Value:

• More realistic view of controls and gaps.

• Evaluates MTTR and MTTD.
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TEST CONTROLS

Useful Resources:

• MITRE Adversary Emulation & Red Teaming
⚬ https://attack.mitre.org/resources/get-started/adversary-emulation-and-red-

teaming/
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Offense Informs Defense
- CIS Controls
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Thank you

Crys Tan

Adversary Emulation Lead

7 March 2025
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