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WHY THREAT INFORMED?
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MATURITY MODEL

For mature red teams with sufficient resourcing
and supporting CTI.

For teams with more resources.

For teams starting out on the adversary
emulation journey.




THREAT INTELLIGENCE

MITRE ATT&CK™ ENTERPRISE FRAMEWORK
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START WITH BABY STEPS

1. (Optional) Identify Threat Group(s) of Interest.
2. ldentify TTPs of Interest.
3. Atomic testing of TTPs.

4. Work on Detection / Prevention as necessary.




START WITH BABY STEPS

MITRE | ATT&CK

GROUPS
APT1 -

APT12
APT16
APT17
APT18
APT19
APT28
APT29
APT3

APT30
APT32
APT33
APT37
APT38
APT39
APT41
APTS

Aquatic Panda

ATT&CKcon 6.0 returns October 14-15, 2025 in McLean, VA. More details about tickets and our CFP can be found here

Home > Groups = APT1

APTT

APT1 is a Chinese threat group that has been attributed to the 2nd Bureau of the People’s Liberation Army (PLA) General

Staff Department’s (GSD) 3rd Department, commonly known by its Military Unit Cover Designator (MUCD) as Unit 61398

Associated Group Descriptions

Name

Comment Crew
Comment Group

Comment Panda

Techniques Used

ID: GOOO06

(D Associated Groups: Comment Crew, Comment
Group, Comment Panda

Version: 1.4
Created: 31 May 2017
Last Modified: 26 May 2021
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START WITH BABY STEPS
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START WITH BABY STEPS
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Dump LSASS exe Memory using ProcDump

Dump LSASS.exe Memory using comsvcs.dll

Dump LSASS exe Memory using direct system calls and API unhooking

Dump LSASS exe Memory using NanoDump

Dump LSASS.exe Memory using Windows Task Manager

LSASS read with pypykatz

Dump LSASS exe Memory using Out-Minidump._ps1

Create Mini Dump of LSASS exe using ProcDump

Dump LSASS with createdump_exe from Net v5

Dump LSASS exe using imported Microsoft DLLS
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START WITH BABY STEPS

Useful Resources:

* MITRE CTID Adversary Emulation Library - Micro Emulation

Plans
o https://github.com/center-for-threat-informed-
defense/adversary_emulation_library?#getting-started-with-micro-
emulation-plans
* Atomic Red Team

o https://github.com/redcanaryco/atomic-red-team




STEPPING UP

Automate testing and re-testing.

Value:
 Reduce manual efforts, sparing resources for more

Qo

advanced work




STEPPING UP

Useful Resources:

* MITRE’s Caldera
o https://github.com/mitre/caldera

* Splunk’s Attack Range
o https://github.com/splunk/attack range

e Commercial BAS Tools




LET IT FLOW

Develop Attack Scenarios

e Build an attack flow of TTPs.
e Test in purple team engagements (with the Blue Team).




LET IT FLOW




LET IT FLOW

Develop Attack Scenarios

e Build an attack flow of TTPs.
e Test in purple team engagements (with the Blue Team).

Value:
 |dentify opportunities for earlier detections.
e Over time, identify common chokepoints.




LET IT FLOW

Useful Resources:

e MITRE CTID’s Attack Flow

o https://github.com/center-for-threat-informed-defense/attack-flow

 MITRE CTID Adversary Emulation Library

o https://github.com/center-for-threat-informed-defense/adversary _emulation_library

 MITRE Adversary Emulation Plan

o https://attack.mitre.org/resources/adversary-emulation-plans/

e AttackGen
o https://github.com/mrwadams/attackgen




TEST CONTROLS

Run Unannounced Attack Scenarios

e Test in unannounced engagements (against the Blue Team).
- No start-overs! No save points!

Value:

* More realistic view of controls and gaps.
* Evaluates MTTR and MTTD.




TEST CONTROLS

Useful Resources:

* MITRE Adversary Emulation & Red Teaming

o https://attack.mitre.org/resources/get-started/adversary-emulation-and-red-
teaming/




START - FLOW -TEST
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