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ATT&CK v16 Highlights
Released October 31, 2024



ATT&CK v16 by the numbers

19 11 6

NEW NEW NEW

34 231 6/

NEW NEW NAMED

...and many many updates!
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Cloud Platforms

Infrastructure as a Service

Software as a Service
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Cloud Platforms

Software as a Service Software as a Service

@ @ e

Office 365
Office Suite
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Google Workspace



Why?

* There's more than one identity-as-a-service platform!
* Okta
* Ping Identity
 JumpCloud
 OneLogin
* etc.

* Office 365 = Google Workspace
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Bonus: Updated Platform Descriptions

Office Suite Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Office Suite platform. The techniques below are known to target cloud-
based office application suites such as Microsoft 365 and Google Workspace. Office application suites are SaaS platforms that typically
combine email, chat, document management, and automation functionality for use in a collaborative environment.

|dentity Provider Matrix

Below are the tactics and technigues representing the MITRE ATT&CK® Identity Provider platform. The techniques below are known to target
cloud-based identity-as-a-service (IDaasS) platforms such as Microsoft Entra ID and Okta. Identity providers are SaaS platforms that support

identity management and single sign-on across multiple applications.

Network Matrix

Below are the tactics and techniques representing the MITRE ATT&CK® Network platform. The techniques below are known to target network

devices such as routers, switches, and load balancers.
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V16 Updates: By popular demand

Fvent Triggered Execution: Udev Rules

Other sub-techniques of Event Triggered Execution (17) v

Adversaries may maintain persistence through executing malicious content triggered using udev rules. Udev is the Linux kernel
device manager that dynamically manages device nodes, handles access to pseudo-device files in the /de=v directory, and
responds to hardware events, such as when external devices like hard drives or keyboards are plugged in or removed. Udev
uses rule files with match key= to specify the conditions a hardware event must meet and acticn key= 10 define the actions

that should follow. Root permissions are required to create, modify, or delete rule files located in /ete/udew/rules.d/,

/lib/udev/rules.d/,and fusr/lib/udev/rules.d/ .[”

Adversaries may abuse the udev subsystem by adding or modifying rules in udev rule files to execute malicious content. For
example, an adversary may configure a rule to execute their binary each time the pseudo-device file /dev/random IS accessed
by an application. Although udev is limited to running short tasks and is restricted by systemd-udevd's sandbox (blocking
network and filesystem access), attackers may use scripting commands under the action key zwm+= to detach and run the

malicious content’s process in the background to bypass these controls.1Z
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V16 Updates: An Oldie but a Goodie

Adversary-in-the-Middle: Evil Twin

Other sub-techniques of Adversary-in-the-Middle (4) v

Adversaries may host seemingly genuine Wi-Fi access points to deceive users into connecting to malicious networks as a way

of supporting follow-on behaviors such as Network Sniffing, Transmitted Data Manipulation, or Input Capture.“]

By using a Service Set Identifier (SSID) of a legitimate Wi-Fi network, fraudulent Wi-Fi access points may trick devices or users
into connecting to malicious Wi-Fi networks.[4E! Adversaries may provide a stronger signal strength or block access to Wi-Fi
access points to coerce or entice victim devices into connecting to malicious networks.*! A Wi-Fi Pineapple — a network
security auditing and penetration testing tool — may be deployed in Evil Twin attacks for ease of use and broader range. Custom

certificates may be used in an attempt to intercept HTTPS traffic.

Similarly, adversaries may also listen for client devices sending probe requests for known or previously connected networks
(Preferred Network Lists or PNLs). When a malicious access point receives a probe request, adversaries can respond with the
same SSID to imitate the trusted, known network.[! Victim devices are led to believe the responding access point is from their

PNL and initiate a connection to the fraudulent network.

Upon logging into the malicious Wi-Fi access point, a user may be directed to a fake login page or captive porial webpage to
capture the victim's credentials. Once a user is logged into the fraudulent Wi-Fi network, the adversary may able to monitor
network activity, manipulate data, or steal additional credentials. Locations with high concentrations of public Wi-Fi access,

such as airports, coffee shops, or libraries, may be targets for adversaries to set up illegitimate Wi-Fi access points.
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V16 Updates: A Breakup...

Resource Hijacking

Sub-techniques (4)

ID

T1496.001
T1496.002
T1496.003

T1496.004

and/or hosted service availability.

Resource Hijacking at once.["]

Name

Compute Hijacking

Bandwidth Hijacking

SMS Pumping

Cloud Service Hijacking

Adversaries may leverage the resources of co-opted systems to complete resource-intensive tasks, which may impact system

Resource hijacking may take a number of different forms. For example, adversaries may leverage compute resources in order
to mine cryptocurrency, sell network bandwidth to proxy networks, generate SMS traffic for profit, or abuse cloud-based

messaging services to send large guantities of spam messages. In some cases, adversaries may leverage multiple types of
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What next?
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Content Updates

 Focus on Linux and Network

e More content
* More CTI
* Fill in the gaps
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Another Breakup?
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Reconnaissance
10 techniques

Resource Development
8 techniques

Initial Access
10 techniques

Persistence
20 techniques

Execution
14 techniques

Privilege Escalation
14 techniques

Defense Evasion
43 techniques

Lateral Movement
9 techniques

Credential Access
17 techniques

Discovery
32 techniques

Collection
17 techniques

Command and Control
18 techniques

Exfiltration
9 techniques

Impact
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the others...
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Another Breakup?

* Defense Evasion is really big

* Can we tear it apart?
» Evading detections versus mitigations?
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Linux

 We continue to have a tough time getting Linux data

» We’ve added to our Linux platform the past several releases

e [t's.used heavily in containers, cloud, embedded devices, network appliances, loT, etc
 Many of you confirm that you’re seeing Linux in incidents

» ...And yet we still need a slide in here pleading for better Linux reporting

* Continues to be a focus area for us

* Seeking better intelligence on Linux actor behaviors
e Join us in #linux_attack on the MITRE ATT&CK Slack

o
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ATT&CK for Enterprise Detection Enhancements

 100s of Techniques and Sub-Techniques updated
 More detailed notes describing the ins and outs of detection

Note: Sysmon process access events (Event ID 10) can be extremely noisy, which necessitates tweaking the Sysmon configuration
Ile. We recommend taking an approach analogous to that of the Sysmon Modular Configuration project

https://github.com/olafhartong/sysmon-modular) and filtering out any benign processes in your environment that produce large
volumes of process access events.

 100s more analytics, developed in more directly usable formats

(source=WinEventLog: "Microsoft-windows-Sysmon/Operational"” EventCode="10" AND TargetImage= "lsass.exe" AND

(GrantedAccess=0x1410 OR GrantedAccess=0x1010 OR GrantedAccess=0x1438 OR GrantedAccess=0x143a OR
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CTl

 Making sure we're capturing relevant groups

 Keep up with state-directed threats
«-Continue to improve on crimeware

* Dealing with the flood of ransomware

» Better leverage campaigns Software

Campaigns
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Group Names ?

APT28, IRON
TWILIGHT,
SNAKEMACKEREL,
Swallowtail, Group 74,
Sednit, Sofacy, Pawn
Storm, Fancy Bear, *
STRONTIUM, Tsar 600077
Team, Threat Group-
4127 1G-4127,

Forest Blizzard,
FROZENLAKE

ID: GO007

(D) Associated Groups: IRON
TWILIGHT, SNAKEMACKEREL,
Swallowtail, Group 74, Sednit,
Sofacy, Pawn Storm, Fancy Bear,
STRONTIUM, Tsar Team, Threat

Group-4127, TG-4127, Forest

Blizzard, FROZENLAKE
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ATT&CK for ICS and Mobile

* No new content in v16— Work has restarted for v1/

» ATT&CK for ICS
-« B Joining the sub-technique party! S
« Asset coverage expansion
* [mproved defensive coverage

o ATT&CK for Mobile

* Expansion into Reconnaissance and Resource Development Tactics
*-The return of telecom platform(s)?
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Getting involved
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ATT&CK Benefactor Program

 Opportunity for organizations to help sustain and advance ATT&CK

* Accepting charitable donations to be leveraged directly for ATT&CK

 Recognition on attack.mitre.org, CTID’s website, our social media, and at ATT&CKcon
* To learn about other benefits or to contact us visit https://bit.ly/ATBenif
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Thank you! & more ways to get involved

* Social media — all major announcements to each

 Bluesky @attack.mitre.org
* Linkedln https://www.linkedin.com/showcase/mitre-att&ck/
* Slack https://bit.ly/ATTd

e Community contributions
e attack@mitre.org

o https://attack.mitre.org/resources/engage-with-attack/contribute/

o ATT&CKcon 6.0
 October 14 & 15, 2025 at MITRE's McLean, VA campus and virtually online
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