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ATT&CK Team

With support from 30+ MITRE staff

Enterprise Network
(Devices) Mac/Linux Defenses Threat Intel

ICS Mobile Software
Development Outreach
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Asia-Pacific ATT&CK 
Community Workshop

[April 2024]

ATT&CK v15 
[April 2024]

ATT&CK v16 
[October 2024]

Today
Asia-Pacific ATT&CK 

Community Workshop

[March 2025]

[You are here]
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ATT&CK v17
April 

22nd 2025



ATT&CK v16 Highlights
Released October 31, 2024
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ATT&CK v16 by the numbers

19 11 6
NEW 

TECHNIQUES/

SUB-TECHNIQUES

NEW

GROUPS

NEW 

CAMPAIGNS

34 231 67
NEW 

SOFTWARE

NEW

ANALYTICS

NAMED 

CONTRIBUTORS

…and many many updates!
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Cloud Platforms

Infrastructure as a Service

Software as a Service

Azure AD

Office 365

Google Workspace
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Cloud Platforms

Infrastructure as a Service

Software as a Service

Azure AD

Office 365

Google Workspace

Infrastructure as a Service

Software as a Service

Identity Provider

Office Suite
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Why?

• There’s more than one identity-as-a-service platform!
• Okta
• Ping Identity
• JumpCloud
• OneLogin
• etc.

• Office 365 ≈ Google Workspace 
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Bonus: Updated Platform Descriptions
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V16 Updates: By popular demand
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V16 Updates: An Oldie but a Goodie
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V16 Updates: A Breakup…
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What next?
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Content Updates

• Focus on Linux and Network
• More content
• More CTI
• Fill in the gaps
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Another Breakup?
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Very Spicy: Another breakup…

• Defense Evasion is very big
• Could it be smaller?

One of these things is not like 
the others…
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Another Breakup?

• Defense Evasion is really big
• Can we tear it apart?

• Evading detections versus mitigations?
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Linux

• We continue to have a tough time getting Linux data
• We’ve added to our Linux platform the past several releases
• It’s used heavily in containers, cloud, embedded devices, network appliances, IoT, etc
• Many of you confirm that you’re seeing Linux in incidents
• …And yet we still need a slide in here pleading for better Linux reporting

• Continues to be a focus area for us
• Seeking better intelligence on Linux actor behaviors
• Join us in #linux_attack on the MITRE ATT&CK Slack
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ATT&CK for Enterprise Detection Enhancements

• 100s of Techniques and Sub-Techniques updated
• More detailed notes describing the ins and outs of detection

• 100s more analytics, developed in more directly usable formats 
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CTI

• Making sure we’re capturing relevant groups
• Keep up with state-directed threats
• Continue to improve on crimeware

• Dealing with the flood of ransomware
• Better leverage campaigns
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Group Names ?

APT28, IRON 
TWILIGHT, 

SNAKEMACKEREL, 
Swallowtail, Group 74, 
Sednit, Sofacy, Pawn 
Storm, Fancy Bear, 
STRONTIUM, Tsar 

Team, Threat Group-
4127, TG-4127, 
Forest Blizzard, 
FROZENLAKE

G0007?
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ATT&CK for ICS and Mobile

• No new content in v16– Work has restarted for v17

• ATT&CK for ICS
•  Joining the sub-technique party! 
• Asset coverage expansion
• Improved defensive coverage

• ATT&CK for Mobile
• Expansion into Reconnaissance and Resource Development Tactics
• The return of telecom platform(s)?
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Getting involved
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ATT&CK Benefactor Program

• Opportunity for organizations to help sustain and advance ATT&CK
• Accepting charitable donations to be leveraged directly for ATT&CK
• Recognition on attack.mitre.org, CTID’s website, our social media, and at ATT&CKcon
• To learn about other benefits or to contact us visit https://bit.ly/ATBenif
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Thank you! & more ways to get involved

• Social media – all major announcements to each
• Bluesky @attack.mitre.org
• LinkedIn https://www.linkedin.com/showcase/mitre-att&ck/
• Slack https://bit.ly/ATTd

• Community contributions 
• attack@mitre.org
• https://attack.mitre.org/resources/engage-with-attack/contribute/

• ATT&CKcon 6.0 
• October 14 & 15, 2025 at MITRE's McLean, VA campus and virtually online
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https://www.linkedin.com/showcase/mitre-att&ck/
https://bit.ly/ATTd
https://attack.mitre.org/resources/engage-with-attack/contribute/
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